Customer and Product Data Bill

Government Bill

As reported from the Economic Development, Science and Innovation
Committee

Commentary

Recommendation

The Economic Development, Science and Innovation Committee has examined the
Customer and Product Data Bill. We recommend that the bill be passed. We recom-
mend all amendments unanimously.

Introduction

The Customer and Product Data Bill would establish an economy-wide “consumer
data right” to enable greater access to, and sharing of, consumer and product data
between businesses. This is designed to benefit consumers and the economy by:

. giving customers in designated sectors more control over how their data is
accessed and used

. promoting innovation and competition

. facilitating secure, standardised, and efficient data services.

The bill provides for a trusted third party—an “accredited requestor”—to request
customer data after the customer has given authorisation for their data to be passed
on. Data holders would be required to comply with those requests.

The consumer data right framework established by the bill would be applied to one
sector at a time. The Government has indicated that banking and electricity could
be the first sectors designated. The designation of sectors would be accompanied
by rules and standards to govern the transfer of data. The detail of these rules and
standards would be set out in secondary legislation.

Clause 4 of the bill provides an overview of how the bill, and the various types of
secondary legislation to be developed, would work to regulate services relating to
customer data.
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Legislative scrutiny

As part of our consideration of the bill, we have examined its consistency with
principles of legislative quality. We have no issues regarding the legislation’s design
to bring to the attention of the House.

Proposed amendments

This commentary covers the main amendments we recommend to the bill as intro-
duced. We do not discuss minor or technical amendments.

One purpose of the bill is to benefit customers

Clause 3(1)(a) sets out the bill’s purposes in establishing a consumer data right frame-
work. It states that one purpose is to realise the value of certain data for the benefit
of individuals, organisations, and society. We recommend clarifying this purpose by
referring to the benefit to customers, rather than to individuals and organisations.

Who the bill would apply to

Clause 11 specifies that the bill would apply both to New Zealand agencies and to
overseas agencies carrying on business in New Zealand, in relation to any designated
customer data or designated product data held by them or on their behalf.

We note that, under clauses 8(3) and 9(3), designated customer data and designated
product data would need to be specified in designation regulations. (We discuss these
regulations later in our commentary.) We note that some conduct, which may not
necessarily involve data, would also be regulated by the bill. For example, clause
64 would prohibit anyone from claiming that they or another person is an accredited
requestor if that is not the case.

We note that the policy intent is for the bill to apply to conduct carried out in New
Zealand, even when the persons carrying out that conduct do not hold designated
data. To make this clear, we recommend inserting clause 11(3A) to ensure that the bill
would apply to any conduct that occurs (in whole or in part) in New Zealand.

Accreditation of data requestors

Clauses 101-110 set out the process for applying for, deciding on, modifying,
and cancelling the accreditation of data requestors. Clause 105 would establish the
process and criteria that the chief executive must follow when deciding on accredit-
ation applications.

We understand that an applicant could be a company or business led by a director and
senior managers. We consider that, for an applicant to become an accredited reques-
tor, the person or people in charge of the applicant should be of good character. We
therefore recommend amending clause 105(2)(d) to require the applicant’s director
and senior managers to be of good character.

We also consider that the applicant must have adequate security safeguards in relation
to data that may be provided to them. To this effect, we recommend inserting clause
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105(2)(ba). Further, the bill should require that the applicant can demonstrate that
it can comply with and is not likely to contravene its provisions. We recommend
inserting clause 105(2)(bb) accordingly.

Adequacy of the privacy protections

Clause 15 would require a data holder to provide customer data to an accredited
requestor if the customer has given authorisation. Once customer data has been dis-
closed by the data holder, the use of this data and further disclosure by the requestor
may be protected by the Privacy Act 2020 (in the case of personal information),
confidentiality obligations, and contract. The bill proposes additional protections,
including in sections 36(1)(b), 40(1)(a), and 33(1)(a) and (b).

Clause 36 specifies the criteria that would establish whether a customer has given
authorisation to another person. They include that the customer must give the author-
isation expressly, and must be reasonably informed about what it relates to. We note
that this would help to ensure that customer data is used in line with a customer’s
intentions.

Clause 40(1)(a) would require an accredited requestor who seeks to obtain or accept
an authorisation to follow prescribed steps to enable the customer to be reasonably
informed about the matter being authorised. The prescribed steps would be set out in
secondary legislation.

We consider that the protections that would be established by clauses 36 and 40(1)(a),
along with the protections afforded by the Privacy Act, are sufficient.

We note that, in addition, clause 33(1)(a) would require an accredited requestor to
comply with requirements specified in regulations and standards connected to the
use, modification, or disclosure of designated customer data or derived data. Further,
clause 46(1)(b) would require a requestor to record how they had de-identified any
data they received (if they did so). We consider that the restrictions set out in clauses
33(1)(a) and 46(1)(b) are not needed, and could cause unnecessary costs and reduce
adoption of the proposed consumer data framework. We therefore recommend that
they be deleted.

Being informed about the purpose of an authorisation

As noted above, clause 36 would require a customer to be reasonably informed about
the matter to which an authorisation relates. We consider that this should include
being informed about the purpose of the authorisation. We recommend amending
clause 36(1)(b) accordingly.

Compensation for interference with privacy

Clause 52(3) would treat failure to comply with certain provisions of the bill as
interference with individual privacy under the Privacy Act. Under section 102 of that
Act, remedies for interference include declarations, remedial orders, or compensatory
damages.



4 Customer and Product Data Bill Commentary

Clause 80 of the bill sets out when a court or the Disputes Tribunal could make
compensatory orders. This would include for breaches of clause 14 or 15, regarding
requests for personal information. Any compensatory orders from a court or the
Disputes Tribunal may be in addition to compensation under the Privacy Act.

We consider that the remedies for interference as set out in sections 102 and 103
of the Privacy Act should be the sole remedies for interference with an individual’s
privacy under clause 52(3). We recommend inserting clause 80(1A) accordingly.

Regulation of derived data

Derived data entails extracting, transforming, and generating new data from datasets.
Clause 33(3) would define derived data as “data that is wholly or partly derived
from designated customer data or other derived data”. Clause 34(a) provides further
information about the requirements referred to in clause 33.

We consider that the restrictions that would be imposed by clauses 33(1)(a), described
above, and 34(a) could create legal and practical complexities and costs, and reduce
the adoption of the proposed data sharing infrastructure. We therefore recommend the
removal of clause 34(a), and the associated definition of derived data in clause 33(3).

Verifying the identity of the person making a request

Clause 44 sets out requirements for data holders who receive a request to provide
a regulated data service relating to a customer. A data holder would be required to
verify the identity of the person making the request. How it should do so would be
prescribed in secondary legislation (clause 44(3)).

We have considered whose identity would be verified if a request was to be made by
an accredited requestor. We understand that the intention is to require the requestor’s
identity to be verified, rather than the identity of the customer to whom the data
relates, if it is the accredited requestor making the request. Identity verification of the
customer may happen as part of the giving or confirming of authorisations.

We consider that the bill could be clearer on which provisions may require identity
verification of a customer. We therefore recommend amending clause 38(6) to illus-
trate that, as part of confirming an authorisation, regulations and standards may
provide for verifying the customer’s identity.

Clause 40(1)(c) would prohibit an accredited requestor from accepting an authorisa-
tion in “prescribed circumstances”, which would be set out in secondary legislation.
We recommend adding an example of what could be included in “prescribed circum-
stances”. Our proposed example is if a requestor has not verified the identity of the
customer or secondary user. This would show that secondary legislation could be
made to prevent authorisations being accepted without a requestor first verifying the
identity of the customer.

Protection from liability for data holders

Clauses 14 and 15, respectively, set out when a data holder would be required to
provide customer data to a customer, or to an accredited requestor. We note that data
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holders who comply with clauses 14 and 15 could become inadvertently exposed to
liability.

For example, a hacker might use an accredited requestor’s stolen credentials to
request customer data. The data holder may then provide the data even though,
under clause 15, it is not technically required to do so (because the hacker is not a
requestor). The data holder could then be liable to customers for any loss.

We consider that data holders should not be liable under the Privacy Act, contract, or
other non-statutory obligations for disclosing customer data in apparent compliance
with clauses 14 or 15. We recommend inserting clause 92A to reflect this.

Ability of data holder to refuse requests

Clauses 16 and 20 would establish the circumstances in which a data holder may or
must refuse a request for data and refuse to perform actions. We consider that data
holders should also be able to reject requests for data if they reasonably believe that
the accredited requestor has not fulfilled their requirements or performed their duties.
We recommend inserting paragraph (ea) into clause 16(1) and paragraph (fa) into
clause 20(1) to this effect.

Refusing requests based on financial harm or fraud

Paragraphs (b) and (c) in clause 20(1) would allow a data holder to refuse to perform
any action requested if the data holder reasonably believes:

. that the action would likely cause serious financial harm to any person
. that the request was made (wholly or partly) as a consequence of deception.

We consider that these criteria should also apply to refusal of requests for data if
the request is wholly or partly due to fraud, or the disclosure of data may result
in financial harm. We therefore recommend inserting paragraphs (ba) and (bb) into
clause 16(1) to provide equivalents to clause 20(1)(b) and (c).

Preventing harm to customers

Clauses 16(2) and 20(2) would require a data holder to refuse a request and refuse
to perform actions on the request of the accredited requestor or customer, if they
believed that the request was made under the threat of physical or mental harm.
We understand that, in usual practice, a requestor would actively engage with the
customer if it was aware of these circumstances.

However, these provisions only impose a duty on the data holder. We consider that
introducing a shared duty of customer care would help to place any consequences
and customer recourse on the party best positioned to prevent harm to the customer.
We therefore recommend inserting clause 35A, which would prohibit an accredited
requestor from accepting an authorisation, or making a request under a customer’s
instruction, if it believed that the authorisation or instruction was given under the
threat of physical or mental harm.
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We also propose establishing liability for a pecuniary penalty for contravening the
provisions in these three clauses. We recommend amending clause 75(1) to insert
new paragraphs (ba), (da), and (ja). These would apply a Tier 2 penalty to any
contravention of the obligations in clauses 16(2), 20(2), or 35A.

Maximum penalty for multiple contraventions

The bill specifies pecuniary penalties for breaches of certain obligations under the
consumer data right regime. The bill does not provide for whether the maximum
penalty for contravention of a civil liability provision would be aggregated in cases of
multiple contraventions.

We consider that the maximum penalty should not be multiplied if the contraventions
are of the same or a substantially similar nature and occur at or about the same time.
For example, if multiple data requests could not be fulfilled due to a failure by the
data holder to correctly implement a required function, the data holder should not be
required to pay a penalty per request. The aggregate amount of the penalty should not
exceed the maximum penalty that could be imposed for a single contravention. We
recommend inserting clause 76A to provide for this.

Refusing requests based on debt

Clauses 16(1)(d) and (e), 20(1)(e), and 20(1)(f) would establish that data requests
could be refused if the accredited requestor or customer owed a debt connected to
charges for the request or for any other regulated data service. We consider that debts
should only be grounds for refusing a request if the debt is directly related to charges
for regulated data services. Therefore, we recommend amending clauses 16(1)(d) and
(e), and 20(1)(e) and (f), to replace the words “in connection with the request” with
“for responding to the request or providing any other regulated data services”.

Ending authorisations

Clause 37 specifies that an authorisation would end on the earliest of:

. the expiry of the maximum period for an authorisation specified by the regula-
tions

. the occurrence of an event specified by the regulations

. the time specified by a customer (or a secondary user on their behalf).

We consider that accredited requestors should be able to terminate an authorisation
to avoid ongoing obligations if the authorisation is unnecessary. We recommend
inserting clause 37(d) to provide that accredited requestors could unilaterally end
authorisations.

Time specified by the customer to end authorisation

Clause 37(c) states that an authorisation would end at a time specified by the cus-
tomer or a secondary user on their behalf (or an earlier time as set out in clause 37).
We understand that the accredited requestor, rather than the data holder, is intended
to receive the customer’s specification of the end date for an authorisation. We accept
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that it would be impracticable for the data holder to monitor the customer’s specifica-
tions after the original authorisation. We therefore recommend amending clause 37(c)
to state that the end date could be as specified by the customer when the authorisation
was given.

Record keeping

Clause 45 would establish the types of records that a data holder must keep of any
regulated data service it provides, for how long the records must be kept, and the
penalties for any infringement. Clause 46 would impose similar requirements on an
accredited requestor regarding any regulated data service it requests.

Clauses 45(1)(c)(ii1) and 46(1)(a)(iil) would require data holders and accredited
requestors to keep records of any previous authorisations given by or on behalf of
the customer. We consider this excessive and think it would be sufficient for them to
keep a single record of each authorisation and, for each request, identify the relevant

authorisation under which it was made. We therefore recommend removing clauses
45(1)(c)(iii) and 46(1)(a)(iii).

We recommend inserting clause 46(1)(aaa) to require an accredited requestor to keep
a record of each request made regarding a regulated data service, including the time at
which the request was made. This would align with the requirement for a data holder
to keep a record of requests made for a service.

We also recommend replacing subparagraph (iii) of clause 46(1)(a) with new subpara-
graphs (iii) and (iv). These would clarify that, when an authorisation is given by or on
behalf of a customer, a requestor would need to keep a record of the time at which the
authorisation was given, and the time at which it ended. We also consider that records
kept by data holders should include the time of requests. We recommend amending
clause 45(1)(a) to reflect this.

Regarding the duration of record keeping, we understand that the policy intent is that
a record of authorisation would be kept for five years from the date of the last request
to which it applied. We recommend amending clauses 45(3)(a) and 46(2)(a) to make
this clear.

Requirements for policies

Clause 47 would require data holders and accredited requestors to develop, publish,
implement, and maintain one or more policies relating to customer data, product data,
and actions performed under this legislation. Clause 48 would create an infringement
offence for contravention of a policy requirement. We consider that the requirement
proposed in clause 47 would create unnecessary compliance costs. We therefore
recommend removing clauses 47 and 48.

Persons approved to develop standards

While Part 2 of the bill sets out the core obligations that would apply to data holders
and accredited requestors, the detail of how these obligations would be met would be
set out in standards, as secondary legislation. Part 5 of the bill (clause 132) would
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empower the chief executive of the responsible department to make the standards. In
accordance with the Legislation Act 2019, they would be able to incorporate external
material by reference.

The bill as introduced includes little detail on how the content of the standards made
under the bill would be developed. We consider that the bill should provide for
the chief executive to approve bodies to develop standards and provide supporting
services.

We recommend amending Part 5 to insert new subpart 1A, clauses 96A to 96H.
These provisions would enable the chief executive to approve one or more persons to
have a principal role in developing standards. This would enable the chief executive
to approve persons for certain industry designations, or for all standards developed
under the bill. We provide further explanation of our proposed subpart 1A below.

We consider that this ability to delegate would reflect the policy intent of fostering
a stakeholder-led approach and providing assurance that an appropriate range of
interests would be represented in the development and implementation of standards.
Standards would continue to be formally made by the chief executive and may
incorporate external material by reference.

Approval may include delegation of functions

Our proposed clause 96D would also enable the chief executive to delegate to an
approved person some of their functions, namely:

. accrediting persons as accredited requestors
. keeping the register
. providing or facilitating the provision of information.

The approved person may also give advice on timeframes for implementing standards
and provide services to promote the legislation’s purpose, or to help the chief execu-
tive perform their functions under the legislation.

Under our proposed clause 96D(2), the chief executive would not be required to
obtain the Minister’s prior approval if approving a person outside the public service.

Qualities of approved persons

We consider that, before approving a person to develop standards, the chief executive
must be satisfied that the person:

. is a body corporate or an unincorporated body, and that the membership of
the board or other governing body of the person has a reasonably balanced
representation of stakeholder interests

. will have in place fair and transparent processes for developing standards

. has sufficient knowledge, expertise, and capability to efficiently develop stand-
ards and to carry out other activities under clause 96D.
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Our proposed clause 96C would stipulate these criteria. We consider that they would
apply when the chief executive wants a non-public sector person to carry out a major
proportion of standards development.

Further recommendations regarding approved persons
We also recommend the following:

. New clause 96B(3) and new Schedule 1—An approved person must be treated
as a national organisation under section 64(1)(a) of the Legislation Act 2019.
This confirms that material produced by an approved person can be incorpor-
ated by reference into the standards.

. New clause 96H—Approved persons must provide the Ministry with an annual
report describing their activities over the past year, and provide recommenda-
tions for any changes to the Act or regulations that they have identified during
the course of those activities.

. New clause 96F—The chief executive could revoke an approval or change its
terms and conditions at any time.

Funding of approved persons and cost recovery

Clause 129 would establish levies payable by data holders and accredited requestors.
Subclause (4) provides that the levies could be used to meet a portion of the costs of
the chief executive and the Privacy Commissioner in carrying out functions, powers,
and duties prescribed by the legislation. We consider that it would be preferable
to maintain the option of fully recovering these costs. We therefore recommend
amending paragraphs (a) and (b) in clause 129(4) to allow the option of full recovery
of the costs of the chief executive and Privacy Commissioner.

Further, we consider that the levies should also be able to fund the costs of approved
persons. This would reflect our proposed recommendation to enable an approved
person to develop standards and carry out other activities. We recommend inserting
paragraph (ba) into clause 129(4) to provide for this.

We recommend inserting subclause (4A) into clause 129 to require the Minister to
determine whether the whole or a portion of the costs would be met by levies.

Levies to fund a dispute resolution scheme

Clause 50 would require a data holder or accredited requestor to be a member of a
dispute resolution scheme. We understand that most dispute resolution schemes are
funded through member fees, rather than levies. However, some legislation, such as
the Electricity Industry Act 2010, provides for scheme levies to be paid by industry
participants. Where this is the case, we consider that scheme members whom the
scheme could not otherwise charge should be charged levies under this legislation.

We therefore recommend inserting paragraph (bb) into clause 129(4). This would
enable regulations to be made so that some or all of the costs incurred by a person
responsible for a dispute resolution scheme in connection with a complaint could be
recovered via levies.
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Prohibition of actions against customers

Clause 63 would prohibit data holders and accredited requestors from taking certain
actions against customers in connection with a transaction:

. imposing a financial penalty
. exercising a right, power, or remedy under a security interest
. taking steps to enforce a debt incurred.

We considered a potential scenario in which a mistaken, unauthorised payment put a
customer into unarranged overdraft. The customer would then incur fees and interest.
We understand that clause 63 would prohibit the bank from charging this financial
penalty. However, the provision seems unworkable as the bank would not know the
payment was unauthorised until after the fact. We consider that the requirements in
clause 63 would add unnecessary complexity to the consumer data right regime. We
therefore recommend the removal of clause 63. As a consequential change, we also
recommend removing clause 62.

Designation regulations, general regulations, and standards: factors
to be considered

As noted earlier, the detailed rules of the consumer data right framework would
be implemented through secondary legislation. This will include designation regula-
tions—designating the data holders and classes of data to be regulated (covered by
clauses 97 to 100 of the bill)—other regulations, specifying general requirements
relating to regulated data services (clauses 126 to 131)—and standards, specifying
technical requirements (clauses 132 to 134).

Clause 98(1) would establish matters that the Minister must have regard to before rec-
ommending designation regulations. These would include such factors as the interests
of customers and the likely costs or benefits for persons proposed to become data
holders.

Clause 126 would allow the Governor-General, by Order in Council on the recom-
mendation of the Minister, to make general regulations for a range of purposes.
However, the bill as introduced does not generally specify factors that the Minister
would be required to consider before making a recommendation.

Similarly, clause 132(1) would allow the chief executive to make standards for things
specified by the bill, and to prescribe how things in the standards must be done.
Clause 133 would require the chief executive, before making a standard, to comply
with any requirements prescribed by regulations made under clause 126. However,
the chief executive would not be required to consider the factors in clause 98(1)
before making a standard.

We consider that, before the Minister made a recommendation for regulations, or
the chief executive made standards, they should have regard to similar factors to
those that would be considered when making designation regulations. We therefore
recommend inserting clauses 126A and 133(c).
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Cross-sector consistency and interoperability

The bill’s explanatory note discusses the certainty, predictability, and interoperability
benefits of consistently applying the consumer data right framework across multiple
sectors. However, we note that the bill itself does not mention achieving consistency
across sectors.

We recommend inserting paragraph (iv) into clause 133(c) to require the chief execu-
tive, before making a standard under clause 132, to consider whether the standards
support consistency and interoperability across designated areas.

Requirement for annual reports

Clauses 112 and 113 would require data holders and accredited requestors to provide
an annual report to the chief executive. The report would include a summary of
complaints made about the conduct of the data holder or accredited requestor in
connection with the regulated data services that they provide or request. Clause 114
would create an infringement offence for contravening this requirement. A person
that contravenes this requirement would be liable to an infringement fee of $20,000 or
a fine imposed by a court of up to $50,000.

We understand that complaints could be directed to a sector-wide dispute resolution
scheme, where one exists. Because of this, we consider that the requirement for
annual reporting is unnecessary. We therefore recommend removing clauses 112 to
114.

New Zealand Labour Party differing view

Consumers should be in the driver’s seat when it comes to how their personal infor-
mation is used by third parties. The Customer and Product Data Bill is Commerce
Minister Andrew Bayly’s version of the Labour Government’s Consumer Data Rights
Bill, developed under Hon Dr David Clark and Hon Dr Duncan Webb, and submitted
as a Member’s bill by Arena Williams in the 54th Parliament. A consumer data
rights regime is an important step toward empowering consumers to access, control,
and share their data securely, enabling them to make informed decisions about the
services and products they use. By establishing a consumer data rights framework,
this legislation has the potential to increase competition, drive innovation, and create
fairer outcomes for consumers.

Labour members of the select committee broadly support the intent of the bill but
believe it falls short in key areas. The bill could do more to ensure that its primary
focus is on delivering meaningful benefits to consumers. While we recognise the
bill’s progress, we see this as a missed opportunity to build a legal regime that fully
prioritises and protects the rights of consumers in a rapidly evolving data economy.

Focus on consumer benefit

The purpose clause of the bill, clause 3(1)(a), states that one of the objectives is to
realise the value of certain data for the benefit of individuals, organisations, and soci-
ety. Labour members believe this language is too broad and insufficiently prioritises
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the interests of consumers. A truly consumer-centric approach is essential to ensuring
the bill achieves its goals.

Regulation of derived data

The regulation of derived data is another area where the bill does not go far enough.
We agree with the removal of clause 34(a) and the associated definition of derived
data in clause 33(3) but we must be clear that there are no restrictions associated
with derived data like those of the Australian regime, which have slowed down the
adoption of open banking in that jurisdiction.

Penalties and dispute resolution

Labour members support stronger penalties in favour of consumers. The bill’s
requirement that data holders and accredited requestors participate in a dispute reso-
lution scheme is a good addition and we agree that enabling the use of levies under
clause 129(4) to fund these schemes is a practical and equitable approach. However,
there should be a clear process for resolving disputes and seeking remedies before
entering the disputes resolution process.

Conclusion

The bill has the potential to fundamentally transform how New Zealanders interact
with and benefit from their data. However, the legislation must place greater emphasis
on the needs of consumers, particularly in areas like clarifying its purpose, addressing
derived data, and ensuring equitable funding for dispute resolution. Labour mem-
bers believe these improvements would create a more consumer-centric framework,
empowering individuals to fully utilise their data rights while promoting transparency
and competition. We have other concerns that we will raise at the committee stage,
including Te Tiriti and data sovereignty implications.

We urge Parliament to take this opportunity to strengthen the bill, ensuring it delivers
a robust legal foundation that protects consumers and positions New Zealand at the
forefront of fair and innovative data use.
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Appendix

Committee process

The Customer and Product Data Bill was referred to the committee on 23 July 2024.
We called for submissions on the bill with a closing date of 5 September 2024. We
received and considered submissions from 40 interested groups and individuals. We
heard oral evidence from 15 submitters.

Advice on the bill was provided by the Ministry of Business, Innovation and Employ-
ment. The Office of the Clerk provided advice on the bill’s legislative quality. The
Parliamentary Counsel Office assisted with legal drafting. The Regulations Review
Committee reported to us on the powers contained in clauses 126 and 132 of the bill.

Committee membership

Dr Parmjeet Parmar (Chairperson)
Dan Bidois

Reuben Davidson

Hon Willie Jackson

Tanya Unkovich

Dr Vanessa Weenink

Helen White

Scott Willis

Related resources

The documents we received as advice and evidence are available on the Parliament
website.
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Schedule 1
Transitional, savings, and related provisions

The Parliament of New Zealand enacts as follows:

1

M

Title

Th

is Act is the Customer and Product Data Act 2024.

Commencement

Th

is Act comes into force on the day after Royal assent.

Part 1
Preliminary provisions

Purpose

Purpose

Th
(2)

(b)

e purpose of this Act is to establish a framework to—

realise the value of certain data for the benefit of-individuals;-organisa-

tiens;_customers and society; and
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promote competition and innovation for the long-term benefit of custom-

ers; and
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(¢) facilitate secure, standardised, and efficient data services in certain sec-
tors of the New Zealand economy.

(2)  The purpose is to be achieved by—

(a) improving the ability of customers, and third parties they authorise, to
access and use the data held about them by participants in those sectors;

and

(b)  improving access to data about products in those sectors; and

(c) requiring certain safeguards, controls, standards, and functionality in
connection with those data services.

4 Overview

Overview

(1)  This Act regulates data services provided by persons that are designated as data
holders under subpart 2 of Part 5.

(2)  Services relating to customer data are regulated as follows:

If ...

Then ...

However ...

A person (a data holder) is specified, or belongs to a class
specified, in designation regulations; and

it holds customer data of the kind specified in the regulations; and

either—

a customer requests the data or requests that the data holder
perform an action; or

an accredited requestor authorised by the customer requests
the data or requests that the data holder perform an action.

The data holder must comply with the request (sections 14, 15,
18, and 19).

Certain protections apply, including duties to—

confirm that the customer has authorised the request
(section 38); and

check the identity of the person who makes the request
(section 44); and

have a complaints process (section 49).

In addition,—

the data holder may or must refuse the request in certain
circumstances (sections 16 and 20); and

only a person granted accreditation under subpart 3 of
Part 5 may act as an accredited requestor; and

an accredited requestor may only act within the class of its
accreditation.

(3)  Services relating to product data are regulated as follows:

If ...

A person (a data holder) is specified, or belongs to a class
specified, in designation regulations; and

it holds product data of the kind specified in the regulations; and

a person requests the data.
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Then ... The data holder must comply with the request (section 22).

However ... The data holder may refuse the request in certain circumstances
(section 23).

Additional details are set out in secondary legislation, including as follows:

Designation regulations  which designate the data holders and classes of data that are
regulated under this Act (subpart 2 of Part 5).

Other regulations which specify general requirements relating to regulated data
services (section 126).

Standards which specify technical requirements relating to regulated data
services (section 132).

Data holders and accredited requestors may be granted exemptions under sec-
tion 135.

This section is only a guide to the general scheme and effect of this Act.
Interpretation

Interpretation

In this Act, unless the context otherwise requires,—

accredited requestor has the meaning set out in section 7
authorisation and authorise have the meanings set out in section 36
chief executive means the chief executive of the Ministry

civil liability provision has the meaning set out in section 72(2)
confirmation has the meaning set out in section 38(2)

court means, in relation to any matter, the court before which the matter is to
be determined (see sections 93 and 94)

customer has the meaning set out in section 8(1)
customer data has the meaning set out in section 8(2)
data includes information

data holder has the meaning set out in section 6

deception has the same meaning as in section 240(2) of the Crimes Act 1961
lerived-datal ] . . tion-33(3)

designated action, in relation to a data holder and a provision of this Act,
means an action that is specified, or belongs to a class specified, in the data
holder’s designation regulations for the purposes of that provision

designated customer data has the meaning set out in section 8(3)
designated product data has the meaning set out in section 9
designation regulations—

(a) means designation regulations made under section 97; and
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(b) in relation to a person that is a data holder, means any designation
regulations that have the effect of designating that person

director has the same meaning as in section 6 of the Financial Markets Con-
duct Act 2013

document has the same meaning as in section 4 of the Evidence Act 2006
goods has the same meaning as in section 2(1) of the Fair Trading Act 1986

infringement fee, in relation to an infringement offence, means the infringe-
ment fee for the offence

infringement offence means an offence identified in this Act as being an
infringement offence

involved in a contravention has the meaning set out in subsection (2)

IPP means an information privacy principle set out in section 22 of the Privacy
Act 2020

IPP 6 means information privacy principle 6 (access to personal information)
set out in section 22 of the Privacy Act 2020

Minister means the Minister of the Crown who, under the authority of a
warrant or with the authority of the Prime Minister, is responsible for the
administration of this Act

Ministry means the department that, with the authority of the Prime Minister,
is responsible for the administration of this Act

New Zealand Business Number means the number allocated to an entity
under the New Zealand Business Number Act 2016

personal information has the same meaning as in section 7 of the Privacy Act
2020

product has the meaning set out in section 9(1)

product data has the meaning set out in section 9(2)

register means the register established under subpart 7 of Part 5
regulated data service has the meaning set out in section 10
regulations means regulations made under this Act

secondary user has the meaning set out in section 24(4)

senior manager, in relation to a person (A), means a person who is not a
director but occupies a position that allows that person to exercise significant
influence over the management or administration of A (for example, a chief
executive or a chief financial officer)

serious threat has the meaning set out in section 16(3)
services has the same meaning as in section 2(1) of the Fair Trading Act 1986
standard means a standard made under section 132

valid request has the meaning set out in section 26.
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In this Act, a person is involved in a contravention if the person—

(a)  has aided, abetted, counselled, or procured the contravention; or

(b)  has induced, whether by threats or promises or otherwise, the contraven-
tion; or

(c) has been in any way, directly or indirectly, knowingly concerned in, or
party to, the contravention; or

(d)  has conspired with others to effect the contravention.

Data holder
A person is a data holder if—

(a) the person is specified, or belongs to a class specified, in designation
regulations; and

(b) either—

(i)  the person holds designated customer data or designated product
data (or both); or

(i1))  another person holds that data on behalf of the person described in
paragraph (a).
Accredited requestor

A person is an accredited requestor if the person is accredited under subpart
3 of Part 5.

Customer, customer data, and designated customer data

Customer means a person that acquires, or is seeking to acquire, goods or
services from a data holder.

Customer data means data that is about an identifiable customer that is held
by or on behalf of a data holder (including, for example, personal information).

Designated customer data, in relation to a data holder and a provision of this
Act, means customer data—

(a) that is specified, or belongs to a class specified, in the data holder’s
designation regulations for the purposes of that provision; and

(b) that is held by (or on behalf of) the data holder on or after the day speci-
fied in, or determined in accordance with, the designation regulations.

Product, product data, and designated product data

Product, in relation to a data holder, means goods or services offered by the
data holder.

Product data, in relation to a data holder,—

(a) means data that is about, or relates to, 1 or more of the data holder’s
products; but
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(b)  does not include customer data.

(3) Designated product data, in relation to a data holder and a provision of this
Act, means product data—
(a) that is specified, or belongs to a class specified, in the data holder’s
designation regulations for the purposes of that provision; and
(b)  that is held by (or on behalf of) the data holder on or after the day speci-
fied in, or determined in accordance with, the designation regulations.
10  Regulated data service
Regulated data service means either or both of the following:
(a)  providing data under Part 2:
(b)  performing an action under Part 2.
Territorial application of Act
11  Territorial application of Act
(1)  This Act applies to—
(a) aNew Zealand agency (A), in relation to any conduct by A (whether or
not while A is, or was, present in New Zealand) in respect of designated
customer data or designated product data held by or on behalf of A:
(b) an overseas agency (B), in relation to any conduct by B in the course of
carrying on business in New Zealand in respect of designated customer
data or designated product data held by or on behalf of B.
(2)  For the purposes of subsection (1), it does not matter—
(a)  where the data is, or was, collected by or on behalf of the agency; or
(b)  where the data is held by or on behalf of the agency; or
(c)  where the customer or product concerned is, or was, located.
(3) For the purposes of subsection (1)(b), an agency may be treated as carrying
on business in New Zealand without necessarily—
(a) being a commercial operation; or
(b)  having a place of business in New Zealand; or
(c)  receiving any monetary payment for the supply of goods or services; or
(d) intending to make a profit from its business in New Zealand.
(3A) This Act also applies to any conduct that occurs (in whole or in part) in New
Zealand.
(3B) Subsection (3A) does not limit subsection (1).
(4) In this section, New Zealand agency and overseas agency have the same

meanings as in subpart 2 of Part 1 of the Privacy Act 2020.
Compare: 2020 No 31 s 4
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Transitional, savings, and related provisions

Transitional, savings, and related provisions

The transitional, savings, and related provisions (if any) set out in Schedule 1
have effect according to their terms.

Act binds the Crown

Act binds the Crown
This Act binds the Crown.

Part 2
Regulated data services

Subpart 1—Main obligations

Customer data

Data holder must provide customer data to customer
This section applies if—
(a)  acustomer requests that a data holder provides data to the customer; and
(b) the data is designated customer data that is about that customer; and
(c)  the request—
(1)  isa valid request; and
(i1)  is made using the system described in section 27.

The data holder must provide the data to the customer using that system.

Data holder must provide customer data to accredited requestor if
customer’s authorisation is confirmed

This section applies if—

(a)  an accredited requestor (A) requests that a data holder provides data to A
in respect of a customer; and

(b)  the data holder has carried out confirmation in relation to the request
under section 38; and

(c) the data is designated customer data that is about that customer; and
(d) the request—

(1)  1isa valid request; and

(i1)  is made using the system described in section 27; and

(e) A is acting within the class of its accreditation; and
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(f)  the data holder has verified the identity of the person who made the
request under section 44(2).

The data holder must provide the data to A using that system.

Data holder may or must refuse request for data in certain circumstances

Despite sections 14 and 15, a data holder may refuse to provide any data
requested under either of those sections—

(a) if the disclosure of the data would be likely to pose a serious threat to
the life, health, or safety of any individual, or to public health or public
safety (see subsection (3)); or

(b)  if the data holder reasonably believes that disclosure of the data would
create a significant likelihood of serious harassment of an individual; or

(ba) if the data holder reasonably believes that disclosure of the data would
create a significant likelihood of serious financial harm to any person; or

(bb) if the data holder reasonably believes that it is likely that the request was
made (wholly or in part) as a consequence of deception; or

(c)  if the data holder reasonably believes that disclosure of the data would
be likely to have a materially adverse effect on the security, integrity, or
stability of either or both of the following:

(i)  the data holder’s information and communication technology sys-
tems:

(i1)  the register; or

(d) in the case of section 14, if the customer owes a debt to the data holder
in relation to charges imposed-in-eenneetion-with_for responding to the
request; or

(e) in the case of section 15, if the accredited requestor owes a debt to
the data holder in relation to charges imposed—in—eenneetion—with_for
responding to the request or providing any other regulated data services;
or

(ea) 1n the case of section 15, if the data holder reasonably believes that
the accredited requestor has contravened any obligation under this Act in
connection with the request; or

(f)  in the circumstances prescribed in the regulations or standards.

Despite sections 14 and 15, a data holder must refuse to provide any data
requested under either of those sections if the data holder has reasonable
grounds to believe that the request is made under the threat of physical or
mental harm.

In this Act, serious threat means a threat that a data holder reasonably believes
to be a serious threat having regard to all of the following:

(a)  the likelihood of the threat being realised; and
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(b)  the severity of the consequences if the threat is realised; and

(c)  the time at which the threat may be realised.

Sections 14 and 15 do not prevent request to access personal
information being made in some other manner

Sections 14 and 15 do not prevent an individual from exercising their rights
under IPP 6 by making a request in some other manner.

Guidance note

IPP 6 is set out in section 22 of the Privacy Act 2020. It confers an entitlement on
an individual to access their personal information on request.

Designated actions

Data holder must perform certain actions on customer’s request
This section applies if—

(a) a customer requests that a data holder perform an action relating to the
customer; and

(b)  the requested action is a designated action; and

(c)  the data holder would ordinarily perform the action to which the request
relates in the course of the data holder’s business (see subsection (3));
and

(d)  the request—

(i)  isa valid request; and

(i)  is made using the system described in section 27.
The data holder must perform the action.

When considering whether a data holder would ordinarily perform an action in
the course of its business, regard must be had to the matters (if any) prescribed
in the regulations and the standards.

Data holder must perform certain actions on accredited requestor’s
request if customer’s authorisation is confirmed

This section applies if—

(a)  an accredited requestor (A) requests that a data holder perform an action
in respect of a customer; and

(b) the data holder has carried out confirmation in relation to the request
under section 38; and

(c)  the requested action is a designated action; and

(d)  the data holder would ordinarily perform-aetiens_the action to which the
request relates in the course of the data holder’s business (see subsec-
tion (3)); and
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the request—

(i)  isa valid request; and

(i)  is made using the system described in section 27; and
A is acting within the class of its accreditation; and

the data holder has verified the identity of the person who made the
request under section 44(2).

The data holder must perform the action.

When considering whether a data holder would ordinarily perform an action in
the course of its business, regard must be had to the matters (if any) prescribed
in the regulations and the standards.

Data holder may or must refuse to perform actions in certain
circumstances

Despite sections 18 and 19, a data holder may refuse to perform any action
requested under either of those sections—

(a)

(b)

(c)

(d)

(e)

®

(2

if performing the action would be likely to pose a serious threat to the
life, health, or safety of any individual, or to public health or public
safety (see section 16(3)); or

if the data holder reasonably believes that performing the action would
create a significant likelihood of serious financial harm to any person; or

if the data holder reasonably believes that it is likely that the request
was made (wholly or in part) as a consequence of deception—see-sub-
seetion(3)); or

if the data holder reasonably believes that performing the action would
be likely to have a materially adverse effect on the security, integrity, or
stability of either or both of the following:

(i)  the data holder’s information and communication technology sys-
tems:

(i1)  the register; or

in the case of section 18, if the customer owes a debt to the data holder
in relation to charges imposed-in-eenneetion—with_for responding to the
request; or

in the case of section 19, if the accredited requestor owes a debt to
the data holder in relation to charges imposed—in—eenneetion—with_for
responding to the request or providing any other regulated data services;
or

in the case of section 19, if the data holder reasonably believes that
the accredited requestor has contravened any obligation under this Act in
connection with the request; or

in the circumstances prescribed in the regulations or standards.
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Despite sections 18 and 19, a data holder must refuse to perform any
action requested under either of those sections if the data holder has reasonable
grounds to believe that the request is made under the threat of physical or
mental harm.

Joint customers

How data holders and accredited requestors must deal with joint
customers

This section applies to a regulated data service provided in connection with 2
or more joint customers.

A data holder and an accredited requestor must deal with the joint customers
in the manner prescribed by the regulations, including in connection with the
following:

(a)  when or how the joint customers may or must make a request or give an
authorisation under this subpart:

(b)  how the data holder or accredited requestor may or must deal with a
request or authorisation from 1 or more of the joint customers:

(c)  when a request made, or an authorisation given, by 1 or more of the joint
customers must be treated as effective (or ineffective) for the purposes of
this Act.

Regulations made for the purposes of this section may (without limitation)
provide for any of the following:

(a) allowing or requiring a data holder or an accredited requestor to deal
with a request or an authorisation in any of the following ways (on the
terms and conditions (if any) specified in the regulations):

(i)  that a request or an authorisation may be made or given by any 1
or more of the joint customers (without the other joint customers):

(il)  that a request or an authorisation may be made or given only by 2
or more of the joint customers acting together:

(i1i1))  that a request or an authorisation may be made or given only if it
is made or given by all of the joint customers acting together:

(iv) that a request or an authorisation may not be made or given by or
on behalf of the joint customers:

(b) allowing 1 or more joint customers to view or change permissions for
how those joint customers may or must make a request or give an
authorisation.

Sections 14 to 20 are subject to this section.

In this section, 1 or more customers are joint customers if—
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(a) they jointly hold a financial product issued by the data holder; or

(b)  they have rights or obligations under the same agreement with the data
holder.

In subsection (5), financial product has the same meaning as in section 7 of
the Financial Markets Conduct Act 2013.

Example

Two people, A and B, have a joint bank account. The regulations may require a
data holder to—

. allow A and B to authorise A or B acting alone to make a request or give an
authorisation in certain circumstances; or

. require both A and B acting together to make a request or give an author-
isation in other circumstances.

Product data

Data holder must provide product data to any person
This section applies if—
(a)  aperson requests that a data holder provides data to the person; and
(b)  the data is designated product data; and
(c)  the request—
(i)  isa valid request; and
(i1))  is made using the system described in section 27.

The data holder must provide the data to the person using that system.

Data holder may refuse request for data in certain circumstances

Despite section 22, a data holder may refuse to provide any data requested
under that section—

(a)  if the data holder reasonably believes that disclosure of the data would
be likely to have a materially adverse effect on the security, integrity, or
stability of either or both of the following:

(i)  the data holder’s information and communication technology sys-
tems:

(i1)  the register; or

(b)  in the circumstances prescribed in the regulations or standards.
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Subpart 2—Additional obligations

Secondary users

How data holders and accredited requestors must deal with secondary
users

A data holder and an accredited requestor must deal with a secondary user
in the manner prescribed by the regulations, including in connection with the
following:

(a) when or how a secondary user may or must make a request or give an
authorisation under subpart 1 on behalf of a customer; and

(b)  how the data holder or an accredited requestor may or must deal with a
request or an authorisation from a secondary user; and

(c)  when a request made or an authorisation given by a secondary user must
be treated as effective (or ineffective) for the purposes of this Act.

Regulations made for the purposes of subsection (1) may (without limita-
tion) provide for any of the following:

(a)  whether, when, or how a person may or must be approved, or treated as
being approved, to do either or both of the following:

(1)  make a request under subpart 1 on behalf of a customer:
(1))  give an authorisation under subpart 1 on behalf of a customer:

(b)  when or how the approval referred to in paragraph (a) may be viewed,
changed, or revoked.

Sections 14 to 20 are subject to this section.
A person (A) is a secondary user in relation to a customer (B) if—

(a) A is specified, or belongs to a class specified, in designation regulations
as a secondary user in relation to a class of customers; and

(b) B belongs to that class of customers; and

(c)  where required by the regulations, A has been approved, or is treated
as being approved, as a secondary user in the manner required by the
regulations (and that approval has not been revoked or otherwise ceased
to be in effect).

Examples

Banking sector

Under this example, banks are designated for the purposes of section 6 and
information about bank accounts is designated customer data.

The designation regulations could specify an authorised signatory for a bank
account as a secondary user.
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If the customer is a company, the requlations may provide for an authorised signa-
tory for the company’s bank account to make a request or give an authorisation on
behalf of the company.

Electricity sector

Under this example, electricity retailers are designated for the purposes of section
6 and information about electricity accounts is designated customer data.

The designation regulations could specify that certain members of a customer’s
household may be a secondary user.

If the customer is a particular member of the household, the regulations may
provide for other members of the household to make a request or give an author-
isation on behalf of the customer.

If regulations provide for approval of a person as a secondary user, the regula-
tions may also provide for the manner in which the approval may or must be
given, viewed, changed, or revoked.

Regulations may require requests to be made or authorisations to be given
only by secondary users

This section applies if the regulations provide that a particular kind of customer
may make a request or authorise an accredited requestor to make a request
under subpart 1 only if that is done on their behalf by 1 or more secondary
users.

A request or an authorisation in respect of the customer is of no effect under
subpart 1 if it is made or given otherwise than in accordance with those
regulations.

Example

The regulations may provide that, if a customer is a company, the company must
authorise at least 1 secondary user to act on its behalf under subpart 1.

A request or an authorisation in respect of a company may only be made through a
secondary user.

Valid requests

When request is valid
A request is a valid request if the person making the request—
(a)  specifies the data or action being requested; and

(b)  complies with the requirements provided for in the standards about
making requests (if any); and

(c)  otherwise makes the request in the manner prescribed in the regulations
(if any).
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Electronic system

Data holder must operate electronic system for providing regulated data
services

A data holder must operate an electronic system that has the capacity to do all
of the following with reasonable reliability:

(a)  enable the data holder to receive requests for regulated data services; and

(b)  enable the data holder to provide regulated data services in response to
those requests or to otherwise respond to those requests (including where
the service must not or may not be provided).

Electronic system must comply with prescribed technical or performance
requirements

A data holder must ensure that the electronic system referred in section
27 complies with the technical or performance requirements specified in the
regulations and the standards.

Regulations or standards made for the purposes of this section may (without
limitation) relate to any of the following:

(a)  security and identity verification measures:

(b)  reliability and timeliness of responses to requests for regulated data
services:

(c) availability:

(d)  useability:

(e) accessibility:

(f)  monitoring use and functionality:

(g) reporting on any of the matters referred to in paragraphs (a) to (f)
(including to the chief executive).

Chief executive may require data holder to test electronic system

The chief executive may, by written notice, require a data holder to—

(a)  ensure that its electronic system is tested for the purpose of verifying
that the system complies with some or all of the technical or perform-
ance requirements referred to in section 28; and

(b)  give a report to the chief executive on the testing.

The data holder must comply with subsection (1)(a) and (b) within the time
and in the manner specified in the notice.

See sections 139 and 140, which provide for notice requirements.

Offence for failing to comply with notice to test electronic system

A person commits an offence if the person—
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(a) refuses or fails, without reasonable excuse, to comply with a notice
under section 29; or

(b)  in purported compliance with a notice under section 29, gives a report
to the chief executive knowing it to be false or misleading in a material
particular.

A person that commits an offence against subsection (1) is liable on convic-
tion to a fine not exceeding—

(a)  $100,000 in the case of an individual:
(b)  $300,000 in any other case.

Requirements for requests, providing services, making information available,

31
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and dealing with data

Data holders must comply with requirements for requests, providing
services, and making information available

A data holder must comply with the requirements specified in the regulations
and the standards in connection with the following:

(a) receiving requests for regulated data services (including in relation to
performing an action):

(b)  providing those services or otherwise responding to those requests:

(c) notifying or otherwise making available information to any of the per-
sons referred to in subsection (3).

The requirements must be complied with in the manner prescribed in the
regulations or standards.

For the purposes of subsection (1)(c), a data holder may be required to
notify or otherwise make available information to any of the following:

(a)  acustomer:

(b)  asecondary user:

(c)  another person that is a data holder:
(d) an accredited requestor:

(e) the chief executive:

(f)  any member of the public or any class of the public.

Requirements for data holders in regulations or standards

Regulations or standards made for the purposes of section 31 may (without
limitation) relate to any of the following:

Charges in connection with regulated data services

(a) requirements about charging amounts payable in connection with regu-
lated data services, including—
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(i)  when an amount may, must, or must not be charged; and

(i1)  prohibitions or restrictions relating to charging those amounts (for
example, a cap on how much may be charged):

Notifying or otherwise making available information

(b)  the information that must be notified or otherwise made available to any
person referred to in section 31(3), the times at which, or the events
on the occurrence of which, information must be notified or made avail-
able, and the manner of notifying or making available the information
(including prescribing the manner in which the information-is-te_must be
presented, calculated, or prepared):

Data
(c)  the format and description of data:

(d) the manner in which requests for regulated data services are received
and responded to (for example, a requirement to use an application
programming interface (API)):

(e) data quality:
Confirmation
(f)  the manner in which authorisations are confirmed under section 38(2).

In this section, data means designated customer data or designated product
data (or both), as the case may be.

Guidance note

See subpart 9 of Part 5 for provisions relating to the making of regulations and
standards.

Accredited requestors must comply with requirements for-dealing-with
data-and making information available

An accredited requestor must comply with the requirements specified in the

regulations and the standards in connection with notifying or otherwise making
available information to any of the persons referred to in subsection (2).

For-thepurpeses—of-subseetion{(1)(b),—an—-An accredited requestor may be

required to notify or otherwise make available information to any of the fol-
lowing:
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(a)  acustomer:

(b)  asecondary user:

(c) adata holder:

(d) another accredited requestor:
(e) the chief executive:

(f)  any member of the public or any class of the public.

Requirements in regulations or standards for accredited requestors to
make information available

Regulations or standards made for the purposes of section 33 may (without
limitation) relate to—

(a) the information that must be notified or otherwise made available to any
person referred to in section 33(2); and

(b) the times at which, or the events on the occurrence of which, information
must be notified or made available; and

(c) the manner of notifying or making available the information (including

prescribing the manner in which the information must be presented,
calculated, or prepared).
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Guidance note

See subpart 9 of Part 5 for provisions relating to the making of regulations and
standards.

Contravention of specified disclosure requirement is infringement offence

A person that contravenes a specified disclosure requirement commits an
infringement offence and is liable to—

(a) an infringement fee of $20,000; or
(b) afine imposed by a court not exceeding $50,000.

In this section and section 73, specified disclosure requirement means a
requirement imposed under section 31(1)(c), 32(1)(b), 33(1)(b), or 34(b)
that is specified by the regulations or standards for the purposes of this section.

Accredited requestor must not act if reasonable grounds to believe

36
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authorisation or instruction is given under threat of physical or mental
harm

An accredited requestor must not accept an authorisation, or make a request
on the instruction of a customer or secondary user, if the accredited requestor

has reasonable grounds to believe that the authorisation or instruction is given
under the threat of physical or mental harm.

Part 3
Protections

Authorisation

Giving authorisation

A customer (or a secondary user on their behalf) has given an authorisation to
another person (A) if—

(a) the customer (or secondary user) gave the authorisation expressly,
including by specifying any limits on the scope of the authorisation;
and

(b)  at the time of giving the authorisation, the customer (or secondary user)
was reasonably informed about the matter to which the authorisation
relates_(including about the purpose of the authorisation); and

(c)  the authorisation was otherwise given in the manner (if any) prescribed
by the regulations and the standards; and

(d) the authorisation has not ended.

To authorise an action means to give an authorisation for that action.
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Ending authorisation
An authorisation ends on the earliest of the following:

(a)  the expiry of the maximum period for an authorisation specified by the
regulations (if any):

(b) the occurrence of an event specified by the regulations (if any) (for
example, when the customer closes an account with a data holder):

(c) the time (if any) specified by the customer (or a secondary user on their
behalf) when the authorisation is given::

(d) the time (if any) determined by the accredited requestor.

Authorisation must be confirmed

This section applies if a data holder receives a request from an accredited
requestor to provide a regulated data service relating to a customer.

The data holder must check that the service is within the scope of the authorisa-
tion given by the customer (or by a secondary user on their behalf) (confirm-
ation).

The data holder must not provide the regulated data service until confirmation
has been completed.

A confirmation is valid for any service within the scope of that authorisation
until the time when the scope of the authorisation is modified or the authorisa-
tion ends (whichever is earlier).

If the scope of the authorisation is modified or the authorisation ends, subsec-
tion (2) applies again.

Example

A customer authorises their electricity provider (a data holder) to provide details of
their electricity usage to a company that makes recommendations about the best
electricity deals in the market.

Before sharing any of the customer’s data for the first time, the electricity provider
must confirm the customer’s authorisation.

However, it is not necessary to carry out confirmation for any subsequent actions
performed within the scope of that authorisation. The electricity provider will only
have to reconfirm the customer’s authorisation if the scope of the authorisation is
modified or the authorisation ends.

A person that carries out a confirmation must carry out the confirmation in the
manner (if any) prescribed by the regulations and the standards_(for example,
the regulations or standards may require the person that carries out a confirm-
ation to verify the identity of the customer or secondary user).

Customer or secondary user must be able to control authorisation

If a data holder has confirmed an authorisation under section 38 given by a
customer (or by a secondary user on their behalf), the data holder—
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(a) must have systems in place to enable the customer or secondary user (as
the case may be) to view or end the authorisation; and

(b)  must ensure that those systems meet the requirements (if any) provided
for by the regulations and the standards.

If a customer (or a secondary user on their behalf) has given an accredited
requestor an authorisation, the accredited requestor—

(a) must have systems in place to enable the customer or secondary user (as
the case may be) to view or end the authorisation; and

(b)  must ensure that those systems meet the requirements (if any) provided
for by the regulations and the standards.

The data holder or accredited requestor must ensure that the systems are able to
give immediate effect to a withdrawal of an authorisation.

Accredited requestor must comply with prescribed duties in respect of
authorisation

If an accredited requestor (A) seeks to obtain, or may accept, an authorisation
from a customer (or a secondary user on their behalf),—

(a) A must take the prescribed steps (if any) to enable the customer or
secondary user (as the case may be) to be reasonably informed about the
matter to which the authorisation relates; and

(b) A must use only prescribed methods (if any) to obtain the authorisation
(for example, a tool that requires the customer to perform an affirmative
action in order to give the authorisation); and

(c) A must not obtain, or accept, an authorisation from a customer (or
secondary user) in the prescribed circumstances_(for example, if A has
not verified the identity of the customer or secondary user); and

(d) A must comply with any other_prescribed requirements in connection
with obtaining, or accepting, the authorisation.

In this section, prescribed means prescribed by the regulations or the stand-
ards.

Authorisation must not be required as condition of providing product

This section applies if a person provides to a customer goods or services other
than regulated data services (products).

The person must not, as a condition of providing a product, require the cus-
tomer to authorise a regulated data service unless that service is reasonably
necessary to enable the person to provide the product.
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Restriction on who may request regulated data service

Only customer, secondary user, or accredited requestor may request
regulated data service

A person must not request, or purport to request, a regulated data service that
relates to a customer unless the person is—

(a)  the customer; or

(b)  a secondary user who is acting on behalf of the customer in accordance
with section 24; or

(c)  an accredited requestor that is—
(1)  authorised by the customer to request the service; and

(i1)  acting within the class of its accreditation.

Offence for contravention of request restriction
A person commits an offence if the person—

(a) requests, or purports to request, a regulated data service that relates to a
customer in contravention of section 42; and

(b)  knows that they are not permitted to make the request.
A person that commits an offence against this section is liable on conviction,—

(a)  in the case of an individual, to imprisonment for a term not exceeding 5
years or to a fine not exceeding $1 million (or both):

(b) in any other case, to a fine not exceeding $5 million.

Verification of identity of person who makes request

This section applies if a data holder receives a request to provide a regulated
data service relating to a customer.

The data holder—
(a)  must verify the identity of the person who made the request; and

(b)  must not provide the regulated data service until it has complied with
paragraph (a).

The data holder must verify the identity of a person in the manner (if any)
prescribed by the regulations and the standards.

Record keeping

Data holder must keep records about regulated data service

A data holder must keep records of the following matters in respect of any
regulated data service that the data holder provides:

(a)  the request made for the service_(including the time at which the request

was made):
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(b)  whether the data holder has given effect, or has attempted to give effect,
to the request:

(c)  the authorisation given by or on behalf of the customer (if any), includ-
ing—
(i)  any limitations on the scope of the authorisation; and
(i1)  any modifications to the authorisation; and
G anyprevious-autherisationgivenby-o

(d)  whether the authorisation (if any) has been confirmed under section 38

and whether the identity of a person has been verified under section
44:

(e)  the information specified by the regulations (if any).

Subsection (1)(c) to (e) does not apply to product data requests.
The records must be kept—

(a)  for 5 years_from the date of the request; and

(b)  otherwise in the manner prescribed by the regulations (if any).

If a person ceases to be a data holder, this section continues to apply with all
necessary modifications as if the person were still a data holder.

A person that contravenes this section commits an infringement offence and is
liable to—

(a) an infringement fee of $20,000; or
(b) afine imposed by a court not exceeding $50,000.

Accredited requestor must keep records about regulated data service

An accredited requestor must keep records of the following matters in respect
of any regulated data service relating to a customer that the accredited reques-
tor requests:

(aaa) the request made for the service (including the time at which the request
was made):

(a)  the authorisation given by or on behalf of the customer, including—

any limitations on the scope of the authorisation; and

any modifications to the authorisation; and

@

(i)

(i)

(iii)  the time at which the authorisation was given; and
(@iv)

i the time (if any) at which the authorisation ended:
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the information specified by the regulations (if any).

The records must be kept—

(a)
(b)

If a person ceases to be an accredited requestor, this section continues to apply

for 5 years_from the date of the request; and

otherwise in the manner prescribed by the regulations (if any).

with all necessary modifications as if it were still an accredited requestor.

An accredited requestor that contravenes this section commits an infringement

offence and is liable to—

(2)
(b)

an infringement fee of $20,000; or

a fine imposed by a court not exceeding $50,000.

Complaints

Data holders and accredited requestors must have customer complaints
process

A data holder or an accredited requestor (A) must have a process that—

(a)

allows customers to make complaints about A’s conduct in connection

with regulated data services that A provides or requests; and
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(b)  provides for how those complaints must be investigated and otherwise
dealt with.

A must ensure that,—

(a) as far as practicable, the process enables complaints to be investigated
and otherwise dealt with fairly, efficiently, and effectively; and

(b)  the process meets the requirements provided for by the regulations (if
any).

Data holder or accredited requestor must be member of dispute resolution
scheme (if scheme has been prescribed)

This section applies to a data holder or an accredited requestor if, for the
purposes of this section, 1 or more dispute resolution schemes have been
prescribed by the regulations for a class of persons that includes the data holder
or accredited requestor.

The data holder or accredited requestor must be a member of at least 1 of those
schemes.

The regulations may prescribe a dispute resolution scheme only if the scheme
has been established, approved, or otherwise authorised for any purpose under
any other legislation.

Examples of schemes that may be prescribed

A dispute resolution scheme approved under the Financial Service Providers
(Registration and Dispute Resolution) Act 2008.

A dispute resolution scheme within the meaning of section 95 of the Electricity
Industry Act 2010.

Rules of scheme may be changed to provide for complaints about
regulated data services

The person responsible for a scheme may, in the manner prescribed in the
regulations, change the rules of a scheme to—

(a) allow customers to make complaints about the conduct of a data holder
or an accredited requestor (A) in connection with regulated data services
that A provides or requests; and

(b) provide for how those complaints must be investigated and otherwise
dealt with; and

(c)  otherwise facilitate the scheme dealing with those complaints.

The regulations may disapply any requirement or restriction imposed under any
other legislation in connection with a change to the rules of a scheme.

A change made under this section is effective despite anything to the contrary
in any other legislation, including anything relating to the consent or approval
of any person to the making of the change.
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In this section, scheme means a dispute resolution scheme established,
approved, or otherwise authorised for any purpose under any other legislation.

Privacy Act 2020

Access request not IPP 6 request but contravention is interference with
privacy

This section applies to a request that a data holder provide data under section
14 or 15 to the extent that the request relates to personal information.

The request is not a request made under IPP 6 and, accordingly, nothing in
subpart 1 of Part 4 of the Privacy Act 2020 applies.

However, if a data holder contravenes section 14, 15, or 16(2), the action of
the data holder must be treated as being an interference with the privacy of an
individual for the purposes of Parts 5 and 6 of the Privacy Act 2020.

Guidance note

See section 129(4)(b). Which provides for all or part of the costs of the Privacy
Commissioner in acting under the Privacy Act 2020 in connection with a contra-
vention referred to in this subsection to be met from levies.

Certain contraventions relating to storage and security treated as
breaching information privacy principle 5

If, in relation to any personal information, a data holder contravenes a CPD
storage and security requirement, the data holder must be treated as breaching
information privacy principle 5 set out in section 22 of the Privacy Act 2020
for the purposes of Parts 5 and 6 of that Act.

Guidance note

See section 129(4)(b). Which provides for all or part of the costs of the Privacy
Commissioner in acting under the Privacy Act 2020 in connection with a contra-
vention referred to in this subsection to be met from levies.

In this section, CPD storage and security requirement means any of the
following:

(a) section 38(3) or 44(2):

(b)  a requirement that is imposed under this Act in connection with 1 or
more of the following and that is specified by the regulations for the
purposes of this section:

(i)  protecting data against loss:

(il)  protecting data against access, use, modification, or disclosure
that is not authorised by the data holder or an accredited requestor:

(iii)) protecting data against other misuse.
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Part 4
Regulatory and enforcement matters

Subpart 1—Regulatory powers

Chief executive may require person to supply information or produce

documents

If the chief executive considers it necessary or desirable for the purposes of

performing or exercising their functions, powers, or duties under this Act,

the chief executive may, by written notice served on any person, require the
person—

(a) to supply to the chief executive, within the time and in the manner
specified in the notice, any information or class of information specified
in the notice; or

(b)  to produce to the chief executive, or to a person specified in the notice
acting on their behalf in accordance with the notice, any document or
class of documents specified in the notice (within the time and in the
manner specified in the notice); or

(c) if necessary, to reproduce, or assist in reproducing, in usable form,
information recorded or stored in any document or class of documents
specified in the notice (within the time and in the manner specified in the
notice).

Information supplied in response to a notice under subsection (1)(a) must
be—

(a)  given in writing; and
(b)  signed in the manner specified in the notice.

If a document is produced in response to a notice, the chief executive, or the
person to whom the document is produced, may—

(a)  inspect and make records of that document; and
(b)  take copies of the document or extracts from the document.

See sections 139 and 140, which provide for notice requirements.
Compare: 2011 No 5 s 25

Person has privileges of witness in court

Every person has the same privileges in relation to providing information and
documents under section 54 as witnesses have in a proceeding before a court.

Compare: 2011 No 5 s 56(1)
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Effect of proceedings

If a person commences a proceeding in any court in respect of the exercise of

any powers conferred by section 54, until a final decision in relation to the

proceeding is given,—

(a) the powers may be, or may continue to be, exercised as if the proceeding
had not been commenced; and

(b)  no person is excused from fulfilling their obligations under that section
by reason of the proceeding.

However, the High Court may make an interim order overriding the effect of
subsection (1), but only if it is satisfied that—

a the applicant has established a prima facie case that the exercise of the
pp p
power in question is unlawful; and

(b)  the applicant would suffer substantial harm from the exercise or dis-
charge of the power or obligation; and

(c) if the power or obligation is exercised or discharged before a final deci-
sion is made in the proceeding, none of the remedies specified in sub-
section (3), or any combination of those remedies, could subsequently
provide an adequate remedy for that harm; and

(d) the terms of that order do not unduly hinder or restrict the chief execu-
tive in performing or exercising their functions, powers, or duties under
this Act.

The remedies are as follows:
(a) any remedy that the High Court may grant in making a final decision in
relation to the proceeding (for example, a declaration):

(b) any damages that the applicant may be able to claim in concurrent or
subsequent proceedings:

(c) any opportunity that the applicant may have, as defendant in a proceed-
ing, to challenge the admissibility of any evidence obtained as a result of
the exercise or discharge of the power or obligation.

Compare: 2011 No 5 s 57

Effect of final decision that exercise of powers under section 54 unlawful

This section applies in any case where it is declared, in a final decision given in
any proceeding in respect of the exercise of any powers conferred by section
54, that the exercise of any powers conferred by that section is unlawful.

To the extent to which the exercise of those powers is declared unlawful, the
chief executive must ensure that, immediately after the decision of the court is
given,—
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(a) any information obtained as a consequence of the exercise of powers
declared to be unlawful and any record of that information are destroyed;
and

(b) any documents, or extracts from documents, obtained as a consequence
of the exercise of powers declared to be unlawful are returned to the
person previously having possession of them, or previously having them
under their control, and any copies of those documents or extracts are
destroyed; and

(c) any information derived from or based on such information, documents,
or extracts is destroyed.

However, the court may, in the court’s discretion, order that any information,
record, or copy of any document or extract from a document may, instead of
being destroyed, be retained by the chief executive subject to any terms and
conditions that the court imposes.

No information, and no documents or extracts from documents, obtained as
a consequence of the exercise of any powers declared to be unlawful and no
record of any such information or document—

(a) are admissible as evidence in any civil proceeding unless the court
hearing the proceeding in which the evidence is sought to be adduced is
satisfied that there was no unfairness in obtaining the evidence:

(b) are admissible as evidence in any criminal proceeding if the evidence is
excluded under section 30 of the Evidence Act 2006:

(c) may otherwise be used in connection with the exercise of any power
conferred by this Act unless the court that declared the exercise of
the powers to be unlawful is satisfied that there was no unfairness in
obtaining the evidence.

Compare: 2011 No 55 58

Offence for failing to comply with notice to supply information or produce
documents

A person commits an offence if the person—

(a) refuses or fails, without reasonable excuse, to comply with a notice
under section 54; or

(b)  in purported compliance with a notice under section 54, supplies infor-
mation, or produces a document, knowing it to be false or misleading in
a material particular.

A person that commits an offence against subsection (1) is liable on convic-
tion to a fine not exceeding—

(a)  $100,000 in the case of an individual:

(b)  $300,000 in any other case.
Compare: 2011 No 5 s 61
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Subpart 2—Duties to take remedial action

Data holder or accredited requestor must take prescribed steps to avoid,
mitigate, or remedy loss or damage caused by contravention

This section applies if—
(a) aperson (A) contravenes a duty imposed under this Act; and
(b) A s adata holder or an accredited requestor; and

(c) a person (B) referred to in subsection (3) has suffered, or is likely to
suffer, loss or damage because of the contravention.

A must take the steps that are prescribed by the regulations to avoid, mitigate,
or remedy that loss or damage.

For the purposes of subsection (1)(c), B is any of the following:
(a)  acustomer:
(b) adata holder or an accredited requestor (other than A).

See section 126(2), which relates to the regulations.

Person who has suffered loss or damage may recover amount as debt due

This section applies if regulations made for the purposes of section 59 require
a person (A) to pay an amount to a person referred to in section 59(3) (B).

B may recover the amount from A in any court of competent jurisdiction as a
debt due to B.

Examples
Example 1

A data holder (A) contravenes this Act. The contravention causes a customer (B)
to miss a payment. As a result, B is liable to pay a penalty charge to a third party.
The regulations may require A to reimburse B for the penalty. B may recover the
amount from A as a debt due.

Example 2

An accredited requestor (A) contravenes this Act. The contravention causes a
customer to suffer a loss. A data holder (B) is a party to the relevant transaction,
but was not in contravention of this Act. However, under an industry code, B is
required to pay compensation to the customer. The regulations may require A to
reimburse B for the compensation that B pays to the customer. B may recover the
amount from A as a debt due.

Other remedies or powers not limited
Sections 59 and 60 do not limit—

(a) any other remedy that a person may obtain for the loss or damage
that has been, or is likely to be, suffered because of the contravention
referred to in section 59; or
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(b)  the powers of the chief executive or a court in respect of the contraven-

tion.

Subpart 4—Prohibition against holding out

Prohibition against holding out
A person must not hold out that the person, or another person,—

(a) is an accredited requestor if that is not the case; or

(b) is lawfully able to do any of the following if that is not the case:
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(i)  make a particular kind of request in connection with a regulated
data service; and

(i1))  provide particular kinds of goods or services in connection with a
regulated data service.

Subpart 5—Infringement offences

Infringement offences
A person that is alleged to have committed an infringement offence may—

(a)  be proceeded against by the filing of a charging document under section
14 of the Criminal Procedure Act 2011; or

(b)  be issued with an infringement notice under section 66.

Proceedings commenced in the way described in subsection (1)(a) do not
require the leave of a District Court Judge or Registrar under section 21(1)(a)
of the Summary Proceedings Act 1957.

See section 21 of the Summary Proceedings Act 1957 for the procedure that
applies if an infringement notice is issued.

When infringement notice may be issued

The chief executive may issue an infringement notice to a person if the chief
executive believes on reasonable grounds that the person is committing, or has
committed, an infringement offence.

Revocation of infringement notice before payment made
The chief executive may revoke an infringement notice before—
(a) the infringement fee is paid; or

(b)  an order for payment of a fine is made or deemed to be made by a court
under section 21 of the Summary Proceedings Act 1957.

The chief executive must take reasonable steps to ensure that the person to
whom the notice was issued is made aware of the revocation of the notice.

The revocation of an infringement notice before the infringement fee is paid is
not a bar to any further action as described in section 65(1)(a) or (b) against
the person to whom the notice was issued in respect of the same matter.

What infringement notice must contain

An infringement notice must be in the form prescribed in the regulations and
must contain the following particulars:

(a)  details of the alleged infringement offence that fairly inform a person of
the time, place, and nature of the alleged oftence:

(b)  the amount of the infringement fee:

(c)  the address of the chief executive:
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how the infringement fee may be paid:
the time within which the infringement fee must be paid:

a summary of the provisions of section 21(10) of the Summary Proceed-
ings Act 1957:

a statement that the person served with the notice has a right to request a
hearing:

a statement of what will happen if the person served with the notice
neither pays the infringement fee nor requests a hearing:

any other matters prescribed in the regulations.

How infringement notice may be served

An infringement notice may be served on the person that the chief executive
believes is committing or has committed the infringement offence by—

(2)

(b)

(c)

(d)

(e)

®

delivering it to the person or, if the person refuses to accept it, bringing it
to the person’s notice; or

leaving it for the person at the person’s last known place of residence
with another person who appears to be of or over the age of 14 years; or

leaving it for the person at the person’s place of business or work with
another person; or

if the person is a body corporate, delivering it to a director or an
employee of the body corporate at its head office, principal place of
business or work, or registered office, or by bringing it to the director’s
notice or the employee’s notice if that person refuses to accept it; or

sending it to the person by prepaid post addressed to the person’s last
known place of residence or place of business or work; or

sending it to an electronic address of the person in any case where the
person does not have a known place of residence or business in New
Zealand.

If the person is a body corporate,—

(a)

(b)

subsection (1)(a) to (c) does not apply (but see subsection (1)(d)
instead); and

the infringement notice (or a copy of it) sent in accordance with sub-
section (1)(e) or (f) must be sent for the attention of a director or an
employee of the body corporate.

Unless the contrary is shown,—

(a)

an infringement notice (or a copy of it) sent by prepaid post to a person
under subsection (1) is to be treated as having been served on that
person on the fifth working day after the date on which it was posted;
and
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(b) an infringement notice sent to a valid electronic address is to be treated
as having been served at the time the electronic communication first
entered an information system that is outside the control of the chief
executive.

Payment of infringement fees

All infringement fees paid for infringement offences must be paid to the chief
executive.

Reminder notices

A reminder notice must be in the form prescribed in the regulations and
must include the same particulars, or substantially the same particulars, as the
infringement notice.

Subpart 6—Civil liability

Civil liability remedies available under this subpart

The following remedies (civil liability remedies) are available under this sub-
part:

(a)  apecuniary penalty order (with 2 tiers of penalties):

(b)  adeclaration of contravention:

(c) acompensatory order:

(d)  an injunction.

In-this Act_eiviliabili .

@ .. rorred-to i . - and

In this Act, civil liability provision means any provision referred to in sec-
tion 74(1) or 75(1).

Pecuniary penalty order

When High Court may make pecuniary penalty order

The High Court may, on the application of the chief executive, order a person
to pay to the Crown the pecuniary penalty that the court determines to be
appropriate if the court is satisfied that the person has—

(a) contravened a civil liability provision; or
(b) attempted to contravene a civil liability provision; or
(c)  been involved in a contravention of a civil liability provision.

However, an order may not be made for a contravention, an attempted contra-

vention, or an involvement in a contravention;-ef-thefellowing: of a specified
disclosure requirement (see section 35).
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In this subpart, relevant conduct means the conduct giving rise to the contra-
vention, attempted contravention, or involvement in the contravention referred
to in subsection (1).

Maximum penalty (Tier 1)

This section applies to a contravention, an attempted contravention, or an
involvement in a contravention of any of the following:

(a) section 27 (data holder must operate electronic system for providing
regulated data services):

(b) section 42 (only customer, secondary user, or accredited requestor may
request regulated data services):

(c) section 44 (verification of identity of person who makes request).
The maximum amount of a pecuniary penalty is—

(a)  $500,000 for a contravention, an attempted contravention, or an involve-
ment in a contravention by an individual; or

(b)  $2,500,000 in any other case.

Maximum penalty (Tier 2)

This section applies to a contravention, an attempted contravention, or an
involvement in a contravention of any of the following:

(a) section 14 (data holder must provide customer data to customer):

(b) section 15 (data holder must provide customer data to accredited
requestor if authorisation is confirmed):

(ba) section 16(2) (data holder must refuse to provide any data if reason-
able grounds to believe that a request is made under the threat of phys-
ical or mental harm):

(c) section 18 (data holder must perform certain actions on customer’s
request):

(d) section 19 (data holder must perform certain actions on accredited
requestor’s request if authorisation is confirmed):

(da) section 20(2) (data holder must refuse to perform any action if reason-
able grounds to believe that a request is made under the threat of phys-
ical or mental harm):

(e) section 21 (how data holders and accredited requestors must deal with
joint customers):

(f)  section 22 (data holder must provide product data to any person):
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section 24 (how data holders and accredited requestors must deal with
secondary users):

section 28 (clectronic system must comply with prescribed technical or
performance requirements):

section 31 (data holders must comply with requirements for requests,
providing services, and making information available):

section 33 (accredited requestors must comply with requirements for
dealing-with-data-and making information available):

section 35A (accredited requestor must not act if reasonable grounds to
believe authorisation or instruction is given under threat of physical or

mental harm):

section 38 (customer’s authorisation must be confirmed):

section 39 (customer or secondary user must be able to control author-
isation):

section 40 (accredited requestor must comply with prescribed duties in
respect of authorisation):

section 41 (authorisation must not be required as condition of provid-
ing product):

section 49 (data holders and accredited requestors must have customer
complaints process):

section 50 (data holder or accredited requestor must be member of
dispute resolution scheme (if scheme has been prescribed)):

section 59 (data holder or accredited requestor must take prescribed
steps to avoid, mitigate, or remedy loss or damage caused by contraven-
tion):

section 64 (prohibition against holding out):

. ] e fited :
section 119 (persons that will become data holders when designation
comes into force must provide information to chief executive):

section 120 (other data holders must provide information to chief
executive).

The maximum amount of a pecuniary penalty is—

(2)

(b)

$200,000 for a contravention, an attempted contravention, or an involve-
ment in a contravention by an individual; or

$600,000 in any other case.
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76  Considerations for court in determining pecuniary penalty

(1)  In determining an appropriate pecuniary penalty that a person (A) must pay, the
court must have regard to all relevant matters, including—

(a)  the nature and extent of A’s conduct; and

(b) the nature and extent of any loss or damage suffered by any person
because of A’s conduct; and

(c) any gains made or losses avoided by A; and

(d)  whether a person has paid an amount of compensation, reparation, or
restitution, or taken other steps to avoid, mitigate, or remedy any loss or
damage suffered by another person because of A’s conduct; and

(e)  the circumstances in which A’s conduct took place; and

(f)  whether A has previously been found by a court in a proceeding under
this Act, or any other legislation, to have engaged in any similar con-
duct.

(2) In this section, A’s conduct means the conduct of A for which A is liable to the
pecuniary penalty.

76A Limit on pecuniary penalty for multiple contraventions of same or
substantially similar nature

(1)  This section applies if—

(a) the court finds, whether in the same or separate proceedings, that a
person is liable to pay a pecuniary penalty in respect of 2 or more
contraventions of the same civil liability provision; and

(b) those contraventions are of the same or a substantially similar nature and
occurred at or about the same time.

(2) The total amount of any pecuniary penalty imposed on the person in respect of
those contraventions must not exceed the amount of the maximum pecuniary
penalty that may be imposed in respect of a single contravention.

Declaration of contravention

77  Declaration of contravention

(1)  The High Court must, on an application under section 73, make a declar-
ation of contravention if it is satisfied that a person has contravened, or been
involved in a contravention of, a civil liability provision.

(2)  The High Court may also, on the application of the chief executive or any other

44

person, make a declaration of contravention if it is satisfied that a person has
contravened, or been involved in a contravention of, a civil liability provision.
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Purpose and effect of declaration of contravention

The purpose of a declaration of contravention is to enable an applicant for
a compensatory order to rely on the declaration of contravention in the pro-
ceeding for that order, and not be required to prove the contravention or
involvement in the contravention.

Accordingly, a declaration of contravention is conclusive evidence of the mat-
ters that must be stated in it under section 79.

What declaration of contravention must state
A declaration of contravention must state the following:

(a)  the provision to which the contravention or involvement in the contra-
vention relates; and

(b)  the person that engaged in the contravention or was involved in the
contravention; and

(c) the conduct that constituted the contravention or involvement in the
contravention.

Compensatory orders

When court or Disputes Tribunal may make compensatory orders

The court or the Disputes Tribunal may make a compensatory order, on appli-
cation by the chief executive or any other person, if the court or the Disputes
Tribunal is satisfied that—

(a)  aperson has contravened a civil liability provision; and

(b) another person (the aggrieved person) has suffered, or is likely to suffer,
loss or damage because of the contravention.

However, the court or the Disputes Tribunal may not make a compensatory

2

81
(M

order for an interference with the privacy of an individual referred to in sec-
tion 52(3) (see instead section 102 of the Privacy Act 2020, which provides
for remedies in respect of an interference with privacy, including damages
under section 103 of that Act).

The court or the Disputes Tribunal may make a compensatory order whether or
not the aggrieved person is a party to the proceeding.

Guidance note

Section 95 provides for the Disputes Tribunal’s jurisdiction under this section.
In particular, the Disputes Tribunal may hear and determine an application for
compensation only if the amount claimed does not exceed $30,000.

Terms of compensatory orders

If section 80 applies, the court or the Disputes Tribunal may make any order
it thinks just to compensate an aggrieved person in whole or in part for the
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loss or damage, or to prevent or reduce the loss or damage, referred to in that
section.

An order may include an order to direct a relevant person to pay to the
aggrieved person the amount of the loss or damage (in whole or in part).

Subsection (2) does not limit subsection (1).
In this section, relevant person means—
(a) any person in contravention; or

(b) any person involved in the contravention.
Injunctions

Court may grant injunctions

The court may, on application by the chief executive or any other person, grant
an injunction—

(a) restraining a person from engaging or continuing to engage in conduct
that constitutes or would constitute a contravention, an attempted contra-
vention, or an involvement in a contravention of a civil liability provi-
sion; or

(b)  requiring a person to do an act or a thing if—

(i)  that person has refused or failed, is refusing or failing, or is
proposing to refuse or fail to do that act or thing; and

(i1)  the refusal or failure was, is, or would be a contravention of a civil
liability provision.
When court may grant restraining injunctions

The court may grant an injunction restraining a person from engaging in
conduct of a particular kind if—

(a) itis satisfied that the person has engaged in conduct of that kind; or

(b) it appears to the court that, if an injunction is not granted, it is likely that
the person will engage in conduct of that kind.

The court may grant an interim injunction restraining a person from engaging
in conduct of a particular kind if in its opinion it is desirable to do so.

Subsections (1)(a) and (2) apply whether or not it appears to the court that
the person intends to engage again, or to continue to engage, in conduct of that
kind.

Subsections (1)(b) and (2) apply whether or not—
(a)  the person has previously engaged in conduct of that kind; or

(b)  there is an imminent danger of substantial damage to any other person if
that person engages in conduct of that kind.
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When court may grant performance injunctions

A court may grant an injunction requiring a person to do an act or a thing that
the person is required to do under a civil liability provision if—

(a) it is satisfied that the person has refused or failed to do that act or thing;
or

(b) it appears to the court that, if an injunction is not granted, it is likely that
the person will refuse or fail to do that act or thing.

The court may grant an interim injunction requiring a person to do an act or a
thing that the person is required to do under a civil liability provision if in its
opinion it is desirable to do so.

Subsections (1)(a) and (2) apply whether or not it appears to the court that
the person intends to refuse or fail again, or to continue to refuse or fail, to do
that act or thing.

Subsections (1)(b) and (2) apply whether or not—
(a)  the person has previously refused or failed to do that act or thing; or

(b)  there is an imminent danger of substantial damage to any other person if
the person refuses or fails to do that act or thing.

Chief executive’s undertaking as to damages not required

If the chief executive applies to the court for the grant of an interim injunction
under this subpart, the court must not, as a condition of granting an interim
injunction, require the chief executive to give an undertaking as to damages.

In determining the chief executive’s application for the grant of an interim
injunction, the court must not take into account that the chief executive is not
required to give an undertaking as to damages.

Rules of procedure

Rules of civil procedure and civil standard of proof apply

A proceeding under this subpart is a civil proceeding and the usual rules of
court and rules of evidence and procedure for civil proceedings apply (includ-
ing the standard of proof).

Limit on proceedings

A proceeding under this subpart may be commenced within 3 years after the
conduct giving rise to the contravention, attempted contravention, or involve-
ment in the contravention was discovered or ought reasonably to have been
discovered.

However, no proceeding under this subpart may be commenced 10 years or
more after the conduct giving rise to the contravention, attempted contraven-
tion, or involvement in the contravention occurred.
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Relationship between proceedings and orders

More than 1 civil liability remedy may be given for same conduct

The court may grant a civil liability remedy of one kind against a person even
though the court has granted another civil liability remedy of a different kind
against the person for the same conduct.

Example

The court may make a compensatory order and a pecuniary penalty order for the
same conduct.

Only 1 pecuniary penalty order may be made for same conduct

If conduct by a person constitutes a contravention, an attempted contravention,
or an involvement in the contravention of 2 or more provisions,—

(a) a proceeding may be brought against that person for the contravention,
attempted contravention, or involvement in the contravention of any 1 or
more of the provisions; but

(b)  no person is liable to more than 1 pecuniary penalty order for the same
conduct.

No pecuniary penalty and criminal penalty for same conduct

A person cannot be ordered to pay a pecuniary penalty and be liable for a fine
or to imprisonment under this Act or any other Act for the same conduct.

Defences

General defences for person in contravention

In any proceeding under this subpart against a person (A) for a contravention
of a civil liability provision, it is a defence if A proves that—

(a)  A’s contravention was due to reasonable reliance on information sup-
plied by another person; or

(b)  both of the following apply:

(i)  A’s contravention was due to the act or default of another person,
or to an accident or to some other cause beyond A’s control; and

(1)) A took reasonable precautions and exercised due diligence to
avoid the contravention.

For the purposes of subsection (1)(a) and (b), another person does not
include a director, an employee, or an agent of A.

Subsection (1)(b) does not apply to a contravention of—
(a) section 27; or

(b) section 28 to the extent that it requires a data holder to comply with a
CPD reliability and availability requirement.

10

15

20

25

30

35



Customer and Product Data Bill Part 4 cl 92A

“)

92
(1)

2

92A

In this section and section 92, CPD reliability and availability requirement
means a requirement that is prescribed by the regulations or standards in con-
nection with reliability or availability (or both) and that is specified by those
regulations or standards for the purposes of this section.

Defence for contraventions due to technical fault

In any proceeding under this subpart against a data holder (A) for a contraven-
tion of any of the provisions listed in subsection (2), it is a defence if A
proves that—

(a)  A’s contravention was due to a technical fault in its electronic system
referred to in section 27; and

(b) A took reasonable precautions and exercised due diligence to avoid the
contravention; and

(c) A is in compliance with section 27 and the CPD reliability and availa-
bility requirements (see section 91(4)).

The provisions are as follows:

(a) sections 14, 15, 18, 19, and 22 (duties for data holder to provide
data or perform actions):

(b) section 38(2) (duty for data holder to confirm authorisation):

(c) section 44(2) (duty for data holder to verify identity of person who
makes a request).

Defence for providing data in compliance or purported compliance with

this Act

This section applies to a claim against a data holder (A) at common law or in
equity, or under subpart 3 of Part 5 of the Privacy Act 2020, that is based on A
providing customer data to any other person (for example, a claim for breach of
confidence, a breach of a contract, or a breach of trust).

It is a defence if A proves that—

(a) A provided the customer data in compliance, or purported compliance,
with section 14 or 15; and

(b) in providing the customer data,—

(i) A was acting in good faith; and

(ii)  if this subparagraph applies, A took reasonable precautions and
exercised due diligence to avoid a contravention of this Act.

Subsection (2)(b)(ii) applies if—

(a) A provided the customer data in purported compliance with section 14
or 15; but

(b) A did not have a duty to provide the customer data under either of those
sections.
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This section does not limit any liability, or other consequences, under this Act
for a contravention of section 14 or 15 or any other provision of this Act.

Jurisdiction

Jurisdiction of High Court
The High Court may hear and determine the following matters:

(a) applications for orders, or for a court to exercise any other power, under
any provision of this subpart:

(b) appeals arising from any proceeding in the District Court under this
subpart.

Jurisdiction of District Court

The District Court may hear and determine applications for orders, or for a
court to exercise any other power, under any of the provisions of sections 80
to 85 if—

(a)  the amount claimed does not exceed $350,000; or
(b) no amount is claimed; or

(c) the occasion for the making of the order or the exercise of the power
arises in the course of civil proceedings properly before the court; or

(d) the parties consent, under section 81 of the District Court Act 2016, to
the District Court having jurisdiction to hear and determine the applica-
tion.

Jurisdiction of Disputes Tribunal

The Disputes Tribunal established under section 4 of the Disputes Tribunal
Act 1988 may hear and determine applications for orders to pay compensation
under sections 80 and 81 if the amount claimed does not exceed $30,000.

An order of the Disputes Tribunal under this Act must not—
(a)  require a person to pay an amount exceeding $30,000; or

(b)  declare a person not liable to another person for an amount exceeding
$30,000.

An order of the Tribunal that exceeds any restriction specified in subsection
(2) is entirely of no effect.
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Part 5
Administrative matters

Subpart 1—Chief executive’s functions

96 Chief executive’s functions

The chief executive’s functions under this Act are as follows:

(2)

(b)

(©)

(d)

to act as the regulator of regulated data services, including by—

(1)

(ii)
(iii)
(iv)
V)

(vi)

(vii)

issuing warnings, reports, or guidelines, or making comments,
about any matter relating to regulated data services or persons
engaged in conduct relating to those services (including in relation
to 1 or more particular persons); and

accrediting persons as accredited requestors; and
issuing standards; and
keeping the register; and

monitoring compliance with and enforcing this Act, including
by investigating conduct that constitutes or may constitute a
contravention, an attempted contravention, or an involvement in a
contravention; and

taking appropriate action in respect of persons that have contra-
vened, are contravening, have attempted to contravene, or are
likely to contravene this Act, or have been involved, are involved,
or are likely to be involved in a contravention of this Act; and

performing and exercising any other powers and duties conferred
or imposed on the chief executive under this Act:

to provide, or facilitate the provision of,—

(1)

(i)

information to customers, data holders, accredited requestors, and
the public generally that is relevant to the purpose of this Act; and

other information in connection with the functions or powers con-
ferred or imposed on the chief executive under this Act:

to co-operate with any other law enforcement or regulatory agency that
carries out a role in relation to regulated data services:

to keep under review the law and practices that are relevant to the chief
executive’s other functions under this section (including overseas law
and practices).
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Subpart 1 A—Chief executive may approve persons to have principal

role in developing standards

(a) it is necessary or desirable for a non-public service person to have the
principal role in the development of any standards in relation to particu-

(b) the person should be approved under this subpart in order to ensure that

The person may perform that role only if they are approved under this subpart.

(a) they have issued, or will issue, a standard, framework, code of practice,
recommended practice, or requirement (the material); and

(b) the chief executive proposes to incorporate by reference the material
in _any standards (whether in whole or in part, and with or without

(c) the chief executive considers that the standards will be wholly or pre-

non-public service person means a person outside the public service (within

The chief executive may approve a non-public service person under this sub-
part to have the principal role in the development of any standards in relation to

However, the power under subsection (1) does not include a power to dele-

gate to an approved person the power to make standards (see also section

96G. which provides that the approval of a person does not limit or affect the
chief executive’s functions and powers as the maker of standards).

A person approved under this section must be treated as being a national
organisation under section 64(1)(a) of the Legislation Act 2019 for the purpose
of a standard made under this Act incorporating by reference a standard, frame-
work, code of practice, recommended practice, or requirement of that person.

96A When person must be approved under this subpart
(1) Subsection (2) applies if the chief executive considers that—
lar designation regulations; and
they are an appropriate person to perform that role.
2)
(3) Subsection (1)(a) must be treated as applying to a person if——
modification); and
dominantly based on the material.
(4) In this subpart,—
approved person means a person approved under this subpart
the meaning of section 10 of the Public Service Act 2020).
96B Chief executive may approve person
a
particular designation regulations.
2)
3)
96C Criteria for approving person
A
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Before approving a person under section 96B. the chief executive must be
satisfied that the person—

10

20

25

30

35



Customer and Product Data Bill Part 5 ¢l 96D

96D

(a) is abody corporate or an unincorporated body, and that the membership

of the board or other governing body of the person has a reasonably
balanced representation of stakeholder interests:; and

(b) will have in place fair and transparent processes for the development of
standards; and

(c) has sufficient knowledge, experience, and capability to efficiently—

(i) develop standards; and

(ii) carry out an activity referred to in section 96D(1) (if the chief
executive intends that the terms and conditions of the approval
will provide for the person to carry out the activity).

Subsection (1)(a) does not apply to a person if—

(a) they perform a function under another Act that involves recommending,
developing, or making any secondary legislation; and

(b) the chief executive considers that the function is relevant to the stand-
ards in respect of which they will act.

Approval may extend to other activities

The chief executive may, in the terms and conditions of an approval, provide
for the approved person to also carry out 1 or more of the following activities:

(a) performing or exercising under delegation a function or power under any
of the following:

(i) section 96(a)(ii) and subpart 3 (accrediting persons as
accredited requestors):

(ii) section 96(a)(iv) and subpart 7 (keeping the register):

iii) section 96(b) (providing, or facilitating the provision of, infor-

mation):

Guidance note

See clauses 2 to 4 of Schedule 6 of the Public Service Act 2020, which
apply to the delegation (subject to subsection (2)).

(b) giving advice on time frames for implementing standards:
©

providing services to promote the purpose of this Act or to assist the
chief executive to perform any of the chief executive’s functions under
section 96.

Clause 2(5)(a) of Schedule 6 of the Public Service Act 2020 (Minister’s prior
approval) does not apply to a delegation under subsection (1)(a).

Guidance note

See section 96H, which provides for annual reporting to cover activities carried
out under this section. See also section 129, which allows levies to cover the
costs of an approved person carrying out those activities.
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How approval is given

E

The chief executive may approve a person by giving written notice to the
person.

The notice must set out the terms and conditions of the approval, including the
designation regulations in respect of which the appointment applies.

The chief executive must publish the notice—
(a) inthe Gazette; and

(b) on an internet site maintained by or on behalf of the Ministry.

Chief executive may change terms and conditions or revoke approval at

any time
The chief executive may, at any time and entirely at their discretion,—

(a) change the terms and conditions of the approval; or

(b) revoke the approval of a person under this subpart (wholly or for particu-

lar purposes).

The chief executive may make the change or revoke the approval by giving
written notice to the person.

The chief executive must publish the notice—
(a) in the Gazette; and

(b) on an internet site maintained by or on behalf of the Ministry.

Subpart does not limit or affect chief executive’s powers

The approval of a person does not affect or prevent the performance of a func-
tion under section 96 or the exercise of a power under this Act by the chief
executive or affect the chief executive’s responsibility for the performance or
exercise of those functions or powers.

In particular, the chief executive may make any decision on any standards that

they think fit regardless of whether—

(a) the decision is the same as, or different from, the advice or recommenda-
tion of an approved person; or

(b) the approved person has been involved in the development of the stand-
ards.

This subpart does not limit the chief executive’s power to enter into any
contract with any person or make any other arrangement for the purposes of

performing the chief executive’s functions under section 96.

Approved person must provide annual report on activities

54

An approved person must, within the time and in the manner specified by the
chief executive,—
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(a) prepare an annual report on the following activities of the person during
the 12-month period ending on the date of the report:

(i)  developing standards:

(ii)  carrying out any activities referred to in section 96D(1); and

(b) give the annual report to the chief executive.

In addition to describing the approved person’s activities, the report may

include recommendations for changes to this Act, the regulations, or standards
that have been identified in the course of carrying out those activities.

The chief executive must publish each annual report that is received on an
internet site maintained by or on behalf of the Ministry.

Subpart 2—Designation regulations

Designation regulations

The Governor-General may, by Order in Council, on the recommendation of
the Minister, make regulations that set out matters referred to in section 100
(designation regulations).

Regulations made under this section are secondary legislation (see Part 3 of the
Legislation Act 2019 for publication requirements).

Minister must have regard to certain matters_ when recommending
designation regulations

Before recommending that designation regulations be made, the Minister must
have regard to the following:

(a)  the interests of customers, including Maori customers:

(b) any likely costs and benefits for the person or class of persons that are
proposed to become data holders:

(c)  whether the regulations-premete-the-implementation-of facilitate secure,

standardised, and efficient regulated data services:

(d) the likely benefits and risks associated with the proposed designation
regulations in relation to—

(i)  the security, privacy, confidentiality, or other sensitivity of cus-
tomer data and product data; and

(i1) any intellectual property rights that may exist in relation to cus-
tomer data or product data.

In this section, intellectual property rights includes patents, designs, trade
marks, copyrights, plant variety rights, know-how, confidential information,
trade secrets, and similar rights.
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Minister must consult on proposed designation

Before recommending that designation regulations be made, the Minister must
consult the following about the proposed designation:

(a)  the persons, or representatives of the persons, that the Minister considers
will be substantially affected by the proposed designation regulations:

(b)  the Privacy Commissioner:

(c) 1 or more people who have expert knowledge of te ao Maori approaches
to data (for example, approaches to data access, use, or protection).

The Minister must decide which people to consult under subsection (1)(c)
after taking into account the particular subject matter of the proposed designa-
tion regulations.

Subsection (1)(c) does not apply to regulations that amend other regulations
if the Minister is satisfied that the amendments—

(a) are only correcting minor errors; or
(b)  are otherwise of a minor or technical nature only.

A failure to comply with this section does not affect the validity of the designa-
tion regulations.

Contents of designation regulations
Designation regulations may set out all or any of the following:
Designated persons: data holders

(a) the persons or classes of persons (or both) being designated for the
purposes of section 6:

Designated data

(b)  the customer data or classes of customer data (or both) being designated
as designated customer data for the purposes of 1 or more provisions of
this Act:

(c)  the product data or classes of product data (or both) being designated as
designated product data for the purposes of 1 or more provisions of this
Act:

(d)  matters for the purposes of sections 8(3)(b) and 9(3)(b):
Designated actions

(e) the action or classes of action (or both) being designated as designated
actions for the purposes of 1 or more provisions of this Act:

Classes of accreditation

(f)  the classes of accreditation that may be granted in relation to the desig-
nation regulations:
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Secondary users

the persons or classes of persons (or both) being designated as secondary
users (including specifying approval or other requirements or eligibility
criteria to be met before a person may be a secondary user).

For the purposes of subsection (1)(c), data or classes of data may be desig-
nated as designated product data only to the extent that they relate to any of the

following:

(a)  adescription of a product or any feature of the product:

(b)  any criteria for being eligible to acquire the product:

(c) any terms or conditions for the supply of the product:

(d)  the price of the product:

(e) any other data about the product that is of a kind that is ordinarily

publicly available.

For the purposes of subsection (1)(f) and (g), a class of accreditation or a
class of secondary user may be defined by reference to any 1 or more of the

following:

(a)  data holders or any class of data holders:

(b)  customers or any class of customers:

(c)  designated customer data or any class of that data:

(d)  designated product data or any class of that data:

(e)  designated actions or any class of those actions:

(f) any matters relating to the business, operation, or management of an
accredited requestor or secondary user to which the class applies (for
example, the services that an accredited requestor may provide to a
customer):

(g) limits or restrictions on the classes of—

(i)  requests that an accredited requestor may make:
(1))  requests or authorisations (or both) that a secondary user may
make or give:

(h)  any other circumstances in which—

(1)  an accredited requestor may make a request:

(1))  asecondary user may make a request or give an authorisation.

See section 119, which requires persons that will become data holders to
provide information to the chief executive.

Example

Designation regulations may designate—

banks for the purposes of section 6 (data holders):
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. the transaction histories of a bank’s customers as a class of designated
customer data:

. the home loan interest rates offered by a bank as a class of designated
product data:

. making payments or opening a new account as classes of designated
actions.

Subpart 3—Accreditation of requestors

Application for accreditation

A person may apply to the chief executive to be accredited as an accredited
requestor.

How application is made

The application must—

(a) specify 1 or more designation regulations in relation to which the
accreditation is requested; and

(b)  specify the classes of accreditation requested; and

(c)  specify the applicant’s New Zealand Business Number; and

(d)  contain the information specified by the regulations (if any); and

(e)  be accompanied by the fee prescribed by the regulations (if any); and

(f)  otherwise be made in the manner prescribed by the regulations (if any).

Application may be made before designation regulations fully in force

A person may apply for accreditation in relation to designation regulations
before those regulations fully come into force.

For the purposes of dealing with the application, any provisions of the designa-
tion regulations that are relevant to the matter and that are not yet in force must
be treated as if they were in force.

Chief executive must verify applicant’s identity

The chief executive must take reasonable steps to verify each applicant’s iden-
tity so that the chief executive is satisfied that they know who the applicant is.

Decision by chief executive
The chief executive must—

(a)  have regard to the matters specified in the regulations (if any) before
making a decision; and

(b)  otherwise make the decision in the manner prescribed in the regulations
(if any).
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The chief executive may accredit an applicant if the chief executive is satisfied
that—

(a)  the application meets the requirements of section 102; and
(b)  they know who the applicant is under section 104; and

(ba) the applicant has adequate security safeguards in relation to data that
may be provided to them under this Act; and

(bb) the applicant is capable of effectively complying with its obligations
under this Act and there is no reason to believe that the applicant is
likely to contravene those obligations; and

(c) the applicant meets the criteria or other requirements prescribed by the
regulations (if any); and

(d) the applicant’s directors, senior managers, proposed directors, and pro-
posed senior managers_are of good character and otherwise meet the
criteria or other requirements prescribed by the regulations (if any); and

(e) if section 50 will apply to the applicant, the applicant is, or will be, a
member of a dispute resolution scheme for the purposes of that section
on and from commencing to act as an accredited requestor.

The chief executive may grant the application—

(a) in full or in part; and

(b)  on the terms and conditions that they think fit, including—
(1)  specifying the date of expiry of the accreditation; and
(i1)  specifying the class or classes of accreditation; and

(ii1)) imposing conditions relating to the matters, criteria, and require-
ments referred to in subsection (1)(a) and (2)(c) (for example,
to ensure that the criteria or requirements continue to be satisfied
and to require verification that those criteria and requirements
continue to be satisfied).

Those terms and conditions may be more limited or restrictive than those
requested in the application (for example, more restrictive as to the classes of
accreditation that are granted).

Notice of decision
The chief executive must give notice of their decision to the applicant.

If the chief executive declines the application (whether in full or in part) or
imposes terms or conditions that are more limited or restrictive than those
requested in the application, the chief executive must also set out their reasons
for doing so.

If an application is successful (whether in full or in part), the chief executive
must also give the applicant the following information:
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(a) the name of the designation regulations in relation to which the accredit-
ation is granted:

(b)  the classes of accreditation granted.

Application to modify accreditation

An accredited requestor may apply to the chief executive to modify the terms
or conditions of its accreditation, including—

(@) to add or remove designation regulations in relation to which the
accreditation is granted; and

(b)  to add or remove classes of accreditation.

After deciding the application, the chief executive must give the applicant the
information specified in section 106(3).

Sections 102 to 106 apply to the making of an application under this section
as if it were an original application for accreditation (except to the extent that
this Act or the regulations provide different requirements for applications for
modifications).

Duration of accreditation

An accredited requestor’s accreditation starts when the accreditation is regis-
tered and ends when the accreditation is removed from the register.

The chief executive must remove an accreditation from the register as soon as
practicable after—

(a)  the accredited requestor tells the chief executive that it no longer wishes
to remain accredited as an accredited requestor; or

(b)  the chief executive cancels the accreditation; or

(c) the date of expiry of the accreditation (unless section 109(2) applies);
or

(d) the chief executive decides not to renew the accreditation on a renewal
application referred to in section 109(2).

Renewal of accreditation
An accredited requestor may apply to renew its accreditation.

If a renewal application is made on or before the date of expiry of an accredited
requestor’s accreditation, the accreditation continues to have effect until the
renewal application is decided by the chief executive.

If the accredited requestor’s accreditation expires before a renewal application
is made, instead of a renewal application, the accredited requestor must make a
fresh application for accreditation under section 101.

A renewal application must be made in the manner prescribed by the regula-
tions (if any).
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Sections 102 to 106 apply to the making of a renewal application under
this section as if it were an original application for accreditation (except to
the extent that this Act or the regulations provide different requirements for
renewal applications).

When chief executive may suspend or cancel accreditation

The chief executive may suspend (for a specified period or until a specified
requirement is met) or cancel an accreditation if—

(2)

(b)

(c)

(d)

the accredited requestor, by written notice, requests the chief executive
to do so; or

the requirements referred to in section 105(2)(b) to (e) are no longer
met in respect of the accredited requestor; or

the chief executive is satisfied that the accredited requestor is incapaci-
tated, has ceased to exist, or has become subject to an insolvency event
within the meaning of section 6(4) of the Financial Markets Conduct Act
2013; or

the chief executive is satisfied that the accredited requestor has materi-
ally contravened a term or condition of the accreditation or any other
requirement imposed under this Act.

Subpart 4—Appeals

Appeals against accreditation decisions

A person may appeal to the High Court against a decision of the chief execu-
tive under subpart 3 to—

(a)
(b)

decline to grant accreditation to a person; or
decline to renew a person’s accreditation; or
impose terms or conditions on a person’s accreditation; or

decline an application to modify a person’s accreditation; or

suspend or cancel a person’s accreditation.
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Subpart 6—Crown organisations

Crown organisations may be customer, data holder, or accredited
requestor

An instrument of the Crown that is a Crown organisation (whether or not a
body corporate)—
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(a) must be treated as if it were a separate legal personality for the purpose
of complying with this Act; and

(b) may be a customer, a data holder, or an accredited requestor in its own
right.

An instrument of the Crown that is neither a Crown organisation nor a body
corporate—

(a)  does not have separate legal personality; and

(b)  cannot be a customer, a data holder, or an accredited requestor in its own
right.

In this section, Crown organisation has the same meaning as in section 4 of
the Crown Organisations (Criminal Liability) Act 2002.

Compare: 2015 No 70 s 5
Subpart 7—Register

Register of participants in customer and product data system

A register called the register of participants in the customer and product data
system is established.

Purposes of register
The purposes of the register are to—
(a)  enable any person to—

(i)  confirm whether a person is a data holder or an accredited reques-
tor; and

(i) obtain certain information about data holders and accredited
requestors; and

(b)  enable data holders and accredited requestors to access certain informa-
tion about each other; and

(c) assist any person in the performance or exercise of the person’s func-
tions, powers, or duties under this Act or any other legislation.

Operation of register

The chief executive must, in accordance with the regulations, keep the register
as an electronic register.

The register must be operated at all times unless—

(a)  the chief executive suspends the operation of the register, in whole or in
part, in accordance with subsection (3); or

(b)  otherwise provided in regulations.
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The chief executive may refuse access to the register or otherwise suspend the
operation of the register, in whole or in part, if the chief executive considers
that it is not practicable to provide access to the register.

Persons that will become data holders when designation comes into force
must provide information to chief executive

This section applies if—

(a)  designation regulations have been made but a provision under section
100(1)(a) (designated persons) has not yet come into force; and

(b) a person (A) knows, or ought reasonably to know, that it is likely to
become a data holder when the provision comes into force.

A must, in the manner prescribed by the regulations (if any), provide the
following information to the chief executive at least 20 working days before
the provision under section 100(1)(a) comes into force:

(@)  A’s name and New Zealand Business Number:
(b)  aphysical address for service in New Zealand for A:

(c)  the designation regulations in relation to which A is likely to be designa-
ted:

(d)  the identifying information and contact details for A that are prescribed
by the regulations:

(e)  the information prescribed by the regulations to be included in the regis-
ter under section 121:

(f)  the information prescribed by the regulations to be included in the regis-
ter under section 122,

Other data holders must provide information to chief executive

This section applies to a person (A) that is a data holder under designation
regulations unless A has previously complied with section 119 in respect of
those regulations.

A must, in the manner prescribed by the regulations (if any), provide the
following information to the chief executive within 20 working days after it
becomes aware that it has become a data holder:

(a)  A’s name and New Zealand Business Number:
(b)  aphysical address for service in New Zealand for A:
(c) the designation regulations in relation to which A is designated:

(d) the identifying information and contact details for A that are prescribed
by the regulations:

(e)  the information prescribed by the regulations to be included in the regis-
ter under section 121:
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(f)  the information prescribed by the regulations to be included in the regis-
ter under section 122.

Contents of register that is publicly available
The register must contain—
(a) the following information about each data holder (A):
(i)  A’s name and New Zealand Business Number:
(i)  the designation regulations in relation to which A is designated:

(i11) the classes of customer data and product data that A has to pro-
vide and the dates from which A must do so:

(iv)  the classes of action requests that A has to perform and the dates
from which A must do so:

(v)  how customers may make a complaint about A’s conduct in con-
nection with regulated data services that A provides:

(vi) how customers may contact A about those services; and
(b)  the following information about each accredited requestor (B):
(i)  B’s name and New Zealand Business Number:
(i1))  the designation regulations in relation to which B is accredited:
(i1ii)) each class of accreditation held by B:

(iv) how customers may make a complaint about B’s conduct in con-
nection with regulated data services that B requests:

(v)  how customers may contact B about those services; and
(c)  the information prescribed for the purposes of this paragraph (if any).

The chief executive must ensure that the information referred to in this section
is publicly available.

Contents of register that is available to data holders and accredited
requestors (other than information publicly available under section 121)

The register must contain the information prescribed by the regulations for the
purposes of this section.

The chief executive must ensure that the information prescribed by the regula-
tions for the purposes of this section is reasonably available to data holders and
accredited requestors.

Subpart 8—Information sharing

Sharing of information with certain law enforcement or regulatory
agencies

The chief executive may provide to a person or an agency specified in subsec-
tion (2) any information that the chief executive—
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(a) holds in relation to the performance or exercise of the chief executive’s
functions, powers, or duties under this Act; and

(b)  considers may assist the person or agency to perform or exercise the
person’s functions, powers, or duties under any legislation.

The persons or agencies are any of the following:
(a) the Commerce Commission:

(b)  the Department of Internal Affairs:

(c)  the Ministry of Justice:

(d)  the Privacy Commissioner:

(e)  the Trust Framework Authority established under section 58 of the Digi-
tal Identity Services Trust Framework Act 2023:

(f) a person or an agency that is prescribed by the regulations for the
purposes of this section.

The chief executive may use any information provided to it by any person or
agency referred to in subsection (2) in the chief executive’s performance or
exercise of their functions, powers, or duties under this Act.

This section applies despite anything to the contrary in any contract, deed, or
document.

This section does not limit any provision of this Act or any other legislation
that allows the chief executive to use or disclose information.

Conditions that may be imposed on providing information under this
subpart

The chief executive may impose any conditions in relation to providing infor-
mation under this subpart.

The chief executive must, in considering what conditions to impose, have
regard to whether conditions are necessary or desirable in order to protect the
privacy of any individual.

The conditions may include, without limitation, conditions relating to—

(a) maintaining the confidentiality of anything provided (in particular, infor-
mation that is personal information within the meaning of the Privacy
Act 2020):

(b) the storing of, the use of, or access to anything provided:
(c)  the copying, returning, or disposing of copies of documents provided:

(d) payment of the costs incurred by the chief executive in providing any
information under this subpart.
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If information is provided to a person or an agency under this subpart, the
person or agency may publish, disclose, or use the information only if the
publication, disclosure, or use—

(2)

(b)

is authorised by the chief executive and is in accordance with any condi-
tions imposed by the chief executive; or

is for the purposes of, or in connection with, the functions, powers, or
duties of a person under any legislation.

Subpart 9—Regulations, standards, and exemptions

Regulations

General regulations

The Governor-General may, by Order in Council, on the recommendation of
the Minister, make regulations for all or any of the following purposes:

(a)

(b)

(©)

(d)

providing for anything that this Act says may or must be provided for by
regulations:

prescribing, for the purposes of any provision of this Act that requires a
thing to be done in a manner prescribed by the regulations, the manner in
which the thing must be done, including prescribing—

(i) by whom, when, where, and how the thing must be done:
(i1))  the form that must be used in connection with doing the thing:

(iii) what information or other evidence or documents must be provi-
ded in connection with the thing:

(iv)  requirements with which information, evidence, or documents that
are provided in connection with the thing must comply:

authorising the chief executive to determine or prescribe by notice any of
the matters under paragraph (b):

prescribing matters for the purposes of section 59 (remedial actions):

prescribing procedures, requirements, and other matters, not inconsistent
with this Act, for the register, including matters that relate to—

(i)  the operation of the register:

(i1))  the form of the register:

(iii)) the information to be contained in the register:
(iv) access to the register:

(v)  search criteria for the register:

(vi) circumstances in which amendments must be made to the register:
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(f)  specifying requirements about how the standards may be made (for
example, matters that the chief executive must have regard to):

(g) if this Act says that anything may or must be provided for by regulations
or standards, prescribing limits or restrictions on providing for that thing
in standards (see section 133):

(h)  providing for anything incidental that is necessary for carrying out, or
giving full effect to, this Act.

If the regulations under subsection (1)(d) require a data holder or an
accredited requestor (A) to pay an amount to, or on account, of a person
referred to in section 59(3) (B), the Minister may make a recommendation
only if the Minister is satisfied that—

(a) the amount is to reimburse or compensate B for a cost or an expense that
B has incurred as a result of a contravention of a duty imposed under this
Act; and

(b) the nature and extent of the cost or expense is readily ascertainable; and

(c) there is a reasonably close connection between the contravention and the
cost or expense that has been incurred.

Regulations made under this section are secondary legislation (see Part 3 of the
Legislation Act 2019 for publication requirements).

If regulations made under subsection (1)(c) authorise the chief executive to
determine or prescribe matters by notice,—

(a) a notice made under the regulations is secondary legislation (see Part 3
of the Legislation Act 2019 for publication requirements); and

(b)  the regulations must contain a statement to that effect.

Minister must have regard to certain matters when recommending
regulations under section 126

Before recommending that regulations be made under section 126. the Minis-
ter must have regard to the following:

(a) the interests of customers, including Maori customers:

any likely costs and benefits for data holders:

regulated data services:

(b)
(¢c) whether the regulations facilitate secure, standardised, and efficient
@

the likely benefits and risks associated with the proposed regulations in
relation to the security, privacy, confidentiality, or other sensitivity of
customer data and product data.

See also section 126(2) in relation to regulations under section 126(1)(d).
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Regulations relating to fees and charges

The Governor-General may, by Order in Council, on the recommendation of
the Minister, make regulations for all or any of the following purposes:

(a)  requiring the payment to the chief executive of fees and charges—
(i) by any accredited requestor in connection with the performance

or exercise by the chief executive of any function, power, or duty
under this Act:

(1)  on an application or a request from any person to the chief execu-
tive to perform or exercise any function, power, or duty under this
Act:

(b)  prescribing the amounts of those fees and charges or the manner in
which those fees and charges are to be calculated.

Regulations may authorise the chief executive to refund or waive, in whole or
in part and on any conditions that may be prescribed, payment of the fee or
charge in relation to any 1 or more named persons.

Regulations made under this section are secondary legislation (see Part 3 of the
Legislation Act 2019 for publication requirements).

Miscellaneous provisions relating to fees and charges

The chief executive may refuse to perform a function or exercise a power until
the prescribed fee or charge is paid.

Any fee or charge payable to the chief executive under this Act is recoverable
by the chief executive in any court of competent jurisdiction as a debt due to
the chief executive.

Levies payable by data holders and accredited requestors

Every person that is included in a prescribed class of specified persons must
pay to the Crown, or a prescribed person on behalf of the Crown, a levy
prescribed by the regulations.

In this section and section 130, specified person means—
(a)  adata holder; and
(b)  an accredited requestor.

The Governor-General may, by Order in Council, on the recommendation of
the Minister, make regulations providing for the levies.

Levies must be prescribed on the basis that the following costs should be met
fully out of the levies:

(a) the whole or a portion of the costs of the chief executive in performing
or exercising their functions, powers, and duties under this Act;—where
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(b) the whole or a portion of the costs of the Privacy Commissioner in
performing or exercising their functions, powers, and duties under the
Privacy Act 2020 in connection with a contravention referred to in
section 52(3) or 53(1); and

(ba) the whole or a portion of the costs of a person approved under subpart
1A in connection with the development of standards and in carrying out
any activities referred to in section 96D(1); and

(bb) the whole or a portion of the costs of a person responsible for a dispute
resolution scheme referred to in section 50 that are incurred in respect
of complaints of the kind referred to in section 51(1); and

(c) the costs of collecting the levy money.

(4A) For the purpose of subsection (4)(a) to (bb), the Minister must determine
whether the whole or a portion of the costs will be met by levies under this Act
(and the size of any portion).

(5) Levies may be prescribed on the basis that any actual cost that could have
been, but has not been, recovered as a levy shortfall for a year may be recov-
ered (along with any financing charge) over any period of up to 5 years.

(6)  The regulations may—

(a)  specify the class or classes of specified persons that are required to pay a
levy:

(b)  specify the amount of levies, or method of calculating or ascertaining the
amount of levies:

(c) include in levies, or provide for the inclusion in levies of, any shortfall in
recovering the actual costs:

(d) refund, or provide for refunds of, any over-recovery of the actual costs:

(e)  provide for the payment and collection of levies:

(f)  provide different levies for different classes of specified persons:

(g) specify the financial year or part financial year to which a levy applies,
and apply that levy to that financial year or part financial year and each
subsequent financial year until the levy is revoked or replaced:

(h)  require payment of a levy for a financial year or part financial year, irre-
spective of the fact that the regulations may be made after that financial
year has commenced:

(1)  authorise a person to whom a levy is payable to refund or waive, in
whole or in part and on the conditions that may be prescribed, payment
of the levy by 1 or more named persons.

(7)  Regulations made under this section are secondary legislation (see Part 3 of the
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Miscellaneous provisions relating to levies

If a person is in 2 or more classes of specified persons in respect of which
different levies have been prescribed under section 129, the person must pay
each of those levies (unless the regulations provide otherwise).

The amount of any unpaid levy is recoverable in any court of competent juris-
diction as a debt due to the chief executive, or to any other person prescribed
for the purposes of this subsection, on behalf of the Crown.

The chief executive, or any other person prescribed for the purposes of this
subsection, must ensure that each levy payment is paid into a Crown Bank
Account and is separately accounted for.

Minister must consult on proposed regulations

Before recommending that regulations be made under this subpart, the Minister
must consult the following about the proposed regulations:

(a)  the persons, or representatives of the persons, that the Minister considers
will be substantially affected by the proposed regulations:

(b)  the Privacy Commissioner:

(c) 1 or more people who have expert knowledge of te ao Maori approaches
to data (for example, approaches to data access, use, or protection).

The Minister must decide which people to consult under subsection (1)(c)
after taking into account the particular subject matter of the proposed regula-
tions.

Subsection (1)(c) does not apply to regulations made under section 129.

Subsection (1)(c) does not apply to regulations that amend other regulations
if the Minister is satisfied that—

(a) the amendments are only correcting minor errors; or
(b)  the amendments are otherwise of a minor or technical nature only; or

(c) it is necessary or desirable in the public interest that the amendments be
made urgently.

This section does not apply to regulations made under section 126(1)(c) or
(.

A failure to comply with this section does not affect the validity of the regula-
tions.

Standards

Standards
The chief executive may make 1 or more standards—

(a) providing for anything that this Act says must or may be provided for by
the standards; and
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(b)  prescribing, for the purposes of any provision of this Act that requires a
thing to be done in a manner prescribed by the standards, the manner in
which the thing must be done, including prescribing—

(1)
(i1)
(iii)

(iv)

by whom, when, where, and how the thing must be done:
the form that must be used in connection with doing the thing:

what information or other evidence or documents must be provi-
ded in connection with the thing:

requirements with which information, evidence, or documents that
are provided in connection with the thing must comply.

If the standards are inconsistent with the regulations, the regulations prevail to
the extent of the inconsistency.

Standards made under this section are secondary legislation (see Part 3 of the
Legislation Act 2019 for publication requirements).

Chief executive must comply with prescribed requirements and be
satisfied that standards are consistent with any prescribed limits or

restrictions

Before making a standard, the chief executive must—

(a)  comply with any requirements prescribed by the regulations under sec-
tion 126(1)(f); and

(b)  Dbe satisfied that the standards are consistent with any limits or restric-
tions prescribed by the regulations (see section 126(1)(g))-; and

(c) have regard to the following:

11

see

11

E

1

£

the interests of customers, including Maori customers:

any likely costs and benefits for data holders:

whether the standards facilitate secure, standardised, and efficient
regulated data services:

whether the standards support consistency and interoperability
(where relevant) across designated areas:

the likely benefits and risks associated with the proposed stand-
ards in relation to the security, privacy, confidentiality, or other
sensitivity of customer data and product data.

Chief executive’s consultation on proposed standards

Before making a standard, the chief executive must consult the following:

(a) the persons, or representatives of the persons, that the chief executive
considers will be substantially affected by the issue of the proposed
standard:

(b)  the Privacy Commissioner:
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(c) 1 or more people who have expert knowledge of te ao Maori approaches
to data (for example, approaches to data access, use, or protection).

The chief executive must decide which people to consult under subsection
(1)(c) after taking into account the particular subject matter of the proposed
standards.

Subsection (1)(c) does not apply to a standard that amends another standard
if the chief executive is satisfied that—

(a) the amendment is only correcting a minor error; or
(b)  the amendment is otherwise of a minor or technical nature only; or

(c) it is necessary or desirable in the public interest that the amendment be
made urgently.

If the chief executive relies on subsection (3)(c), the chief executive must
publish a statement of their reasons for acting under that paragraph.

A failure to comply with this section does not affect the validity of the stand-
ards.

Exemptions

Exemptions

The Governor-General may, by Order in Council, made on the recommenda-
tion of the Minister, make regulations exempting (on terms and conditions, if
any) classes of persons from any requirement under this Act.

Before making a recommendation, the Minister must—
(a)  have regard to the purpose of this Act as specified in section 3; and

(b) be satisfied that the extent of the exemption is not broader than is
reasonably necessary to address the matters that gave rise to the regula-
tions.

The Minister’s reasons for making the recommendation (including why an
exemption is appropriate) must be published together with the regulations.

Regulations made under this section are secondary legislation (see Part 3 of the
Legislation Act 2019 for publication requirements).

Effect of breach of term or condition of exemption

A breach of a term or condition of an exemption granted under this subpart is
a breach of the obligation for which the exemption applies (unless the terms of
the exemption otherwise provide).

Subpart 10—Miscellaneous

No contracting out

This Act has effect despite any provision to the contrary in any agreement.
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A data holder that purports to contract out of any provision of this Act commits
an offence against section 13(i) of the Fair Trading Act 1986.

Example

A data holder enters into a contract with a customer. Under the contract, the data
holder purports to contract out of its duty to provide data to the customer under
section 14.

The data holder commits an offence.

Chief executive’s warnings, reports, guidelines, or comments protected by
qualified privilege

For the purposes of clause 3 of Part 2 of Schedule 1 of the Defamation Act
1992, any warning, report, guideline, or comment issued or made by the chief
executive in the course of the performance or intended performance of their
functions must be treated as an official report made by a person holding an
inquiry under the authority of the Parliament of New Zealand.

Notices

A notice served by the chief executive for the purposes of section 29 or 54 is
sufficiently served if it is—

(a)  in writing; and
(b) served in accordance with section 140.

All documents purporting to be signed by or on behalf of the chief executive
must, in all courts and in all proceedings under this Act, be treated as having
been so signed with due authority unless the contrary is proved.

Compare: 2011 No 55 62

Service of notices

A notice required or authorised to be served on any person for the purposes of
section 29 or 54 may—

(a) be served on an individual—

(i) by delivering it personally or by an agent (such as a courier) to the
person; or

(i1)) by sending it by post addressed to the person at the person’s usual
or last known place of residence or business; or

(iii) by sending it by email to the person’s email address provided by
the person for the purpose; or

(iv)  in any other manner a District Court Judge directs:

(b) be served on a company, within the meaning of the Companies Act
1993, in a manner provided for in section 388 of that Act:

(c) be served on an overseas company in a manner provided for in section
390 of the Companies Act 1993:
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(d)  be served on any other body corporate in a manner in which it could be
served if the body corporate were a company within the meaning of the
Companies Act 1993.

In the absence of proof to the contrary, a notice sent to a person in accordance
with—

(a) subsection (1)(a)(ii) must be treated as having been served on the
person when it would have been delivered in the ordinary course of post;
and, in proving the delivery, it is sufficient to prove that the notice was
properly addressed and posted:

(b) subsection (1)(a)(iii) must be treated as having been served on the
person on the second working day after the day on which it is sent.

Section 392 of the Companies Act 1993 applies for the purposes of subsec-
tion (1)(b) to (d).

If a person is absent from New Zealand, a notice served on the person’s agent
in New Zealand in accordance with subsection (1) must be treated as having
been served on the person.

If a person has died, the notice may be served, in accordance with subsection
(1), on their personal representative.

Compare: 2011 No 5 s 63
Subpart 11—Consequential amendments
Amendment to Disputes Tribunal Act 1988

Principal Act
Section 142 amends the Disputes Tribunal Act 1988.

Schedule 1 amended

In Schedule 1, Part 2, insert in its appropriate alphabetical order:
Customer and Product Data Act 2024

Amendments to Privacy Act 2020

Principal Act
Sections 144 and 145 amend the Privacy Act 2020.

Section 75 amended (Referral of complaint to another person)

After section 75(1)(d), insert:

(e) the chief executive within the meaning of section 5 of the Customer
and Product Data Act 2024.

Section 208 amended (Consultation)
After section 208(1)(d), insert:

75
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(e) the chief executive within the meaning of section 5 of the Customer
and Product Data Act 2024.

Amendment to Summary Proceedings Act 1957

146 Principal Act
Section 147 amends the Summary Proceedings Act 1957.

147 Section 2 amended (Interpretation)
In section 2(1), definition of infringement notice, after paragraph (ba), insert:
(bb) section 66 of the Customer and Product Data Act 2024; or
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Transitional, savings, and related provisions

s12

Part 1
Provisions relating to this Act as enacted

[t

Section 96A(3) does not apply to existing material

Section 96A(3) does not apply any standard, framework, code of practice,
recommended practice, or requirement that was issued before the commence-
ment of this clause.

Guidance note

Section 96A(3) may require a person to be approved under subpart 1A of Part
5 of this Act if material issued by that person will be incorporated by reference
in standards made under this Act and those standards will be wholly or predomi-
nately based on that material.

That requirement does not apply to material issued before the commencement of
this clause.

Legislative history

16 May 2024 Introduction (Bill 44-1)
23 July 2024 First reading and referral to Economic Development, Science
and Innovation Committee

Wellington, New Zealand:

Published under the authority of the House of Representatives—2024
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